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€) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

This post describes how to configure WireGuard (https://www.wireguard.com/), an open-source point-to-
point tunnel (https://en.wikipedia.org/wiki/WireGuard), to play LAN-only games together over the Internet.
This includes games that never had Internet-based but only LAN-based match-making in the first place (mostly
older games) — but also games that by design would have had both, but for which the Internet-based match-
making servers sadly are no longer active.

Note that in this post we’re going to set up the WireGuard point-to-point tunnel directly between the
machines that run the game, and port-forward WireGuard traffic to those machines. As most people run
games on Windows, and as WireGuard now also features Windows installers, the examples below use the
WireGuard Windows version. However, the same config is of course also valid for other platforms.

TL:DR instructions

1. Port forwarding: Ensure both machines are reachable from the Internet on port 51820 UDP (you might
need to configure a port forwarding on the corresponding routers).

2. Dynamic DNS (optional): consider using a dynamic DNS service on both sides, so that you don’t need to
update the WireGuard configs below with the possibly changing public IPs of both sides.

3. WireGuard config: Install WireGuard and configure the tunnel interfaces on both machines (see details in
step 3 below). The tunnel interfaces need to be in the same IP subnet and need to listen to traffic on port
51820 ( ListenPort=... ). Each side also needs a config for their peer (the other machine) with address, port,
and public key.

4. Connection status: Toggle tunnels on. Check that logs on both sides shows a successful handshake
incl. responses, and then periodic keepalive messages. Optional: on both sides allow ping (ICMP)
responses in Windows, then ping the tunnel adapter address of the other side.

5. Connect games: In games, the first machine hosts the LAN game, then the other machine connects its
game directly to the tunnel interface address of the first machine. Broadcasts (game matching over OSI-2)
does not work over WireGuard or similar OSI-3 VPN solutions.
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Step by step instructions

Please note that | assume you have a public IPv4 address. | use IPv4 addresses throughout the instructions, as |
happen to have a public IPv4 address myself atm, which allows me to test and verify that the instructions are
working as intended. While the same is also possible with IPv6, I've not covered it in the instructions at all, simply
because | can’t test and verify it myself atm.

1. Port forwarding

o On both sides, if routers are used, those need to forward port 51820 UDP from the Internet to the
machines that should be able to play LAN games together. The WireGuard installations on both
machines later communicate with each other over that port, hence need to be able to reach each
other.

o 51820 is the standard port for WireGuard. You can instead also choose any other port and consistently
use it in all config below. For this post we’re going to stick to 51820 for simplicity reasons.

2. Dynamic DNS (optional)

o In step 3, each side needs to state the address of their peer in their config. As most people will have
dynamic IP addresses for their home internet from their Internet providers, those addresses will
change over time. This means that the corresponding config needs to updated frequently, like each
before playing together again.

o To avoid this, dynamic DNS services can be used. Check out which (free) dynamic DNS services your
router supports, create an account with one of those services and choose a free dynamic DNS domain
there that you want to use, and then configure the routers dynamic DNS address updates with that
account and domain. Once the dynamic DNS updates work correctly this allows you to tell your peer
your chosen dynamic DNS domain instead of your current public IP address.

o If you do not use a dynamic DNS service, you can still use WireGuard. However, you then need to check
what your current public IP address is and tell it to your peer, who then needs to update their config
with that address. You can find out what your public IP address from services like
getfoxyproxy.org/geoip/ (https://getfoxyproxy.org/geoip/) or whatismyip.com
(https://www.whatismyip.com).

3. WireGuard config

o Install WireGuard (https://www.wireguard.com/install/) for Windows on both computers. If you have a
different platform: just install WireGuard there and apply the same WireGuard configuration below.

o On both sides: start WireGuard. If Windows firewall asks you if you want to allow traffic through the
firewall: this is about incoming traffic, hence, if someone from the outside — like your peer — can reach
this program. You need to allow it (it should be safe to allow it for all network types).

o On both sides: create a new empty tunnel and give it a name.
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Tunnels Log

buddy1 Interface: buddy1

buddy?2 Status: Inactive

Listen port: 51820
Addresses:  192,168.123.1/24

Activate

Peer

Allowed IPs: 192.168.123.0/24

endpoint: |

Edit

*:AddTunneI V‘ ) 4 ‘

Import tunnel(s) from file...  Ctrl+O
Add empty tunnel... Ctrl+N

Add an empty WireGuard tunnel

This already auto-generates your public and private key. Don’t change those! Instead:

o Change the [Interface] section of the configuration:
o Add the local address of the tunnel interface of this machine. This is going to be Address =
192.168.123.1/24 on one machine, and 192.168.123.2/24 on the other machine.

o Note that 192.168.123.x/24 is one subnet: this is the LAN subnet you will use for gaminglater
on! Yay!

o Add which port this tunnel interface is listening on: ListenPort =51820 (same on both sides).
o Add a [Peer]section to the configuration:
o Add the public key of the other peer on both sides: PublicKey = ... . For this you need to receive
the public key from your buddy by any communication means, and vice versa.

o A note on public and private keys (https.//en.wikipedia.org/wiki/Public-key cryptography):the
public key can be public = anyone in the world can know it, no need to keep it secret. However,
do not confuse the public key with the private key: the private key needs to stay secret. No one
else besides yourself should know it, ever — also not your buddy. You should also not know any
private keys except your own. Anyone who should ever obtain this private key would be able to
eavesdrop traffic you receive, and also imitate traffic in your name.

o Define which IP addresses the peer can access on your machine. It’s meaningful to allow traffic
within the whole subnet: AllowedIPs=192.168.123.0/24
o Define the endpoint of the peer: EndPoint =1.2.3.4:51820 . Each side needs to replace
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1.2.3.4 with the address of their peer. Hence, this can either be the public IP address of the
peer, or the dynamic DNS domain they have configured before. Do leave the :51820 asit
specifies on which port the peeris listening for incoming WireGuard traffic from the Internet.

o This should result in a config similar to the following one (with the public and private keys replaced
with your corresponding ones, and also 1.2.3.4 and 5.6.7.8 in the peer’s endpoint addresses
replaced with your corresponding ones). Double check on both sides that the config really is
correct, and that both sides really use the correct public key of their peer:

o On machine 1:

[Interface]
PrivateKey = aAtKPu/QHfJp7u+Djsir+ZrhQAIJ9UWI9bTNH+f/Q2WO0=
ListenPort = 51820
Address = 192.168.123.1/24

[Peer]

PublicKey = WOIHgAZ6GKawBppsvOmdITiPNwsHjXSAvcXrOgkRunc=
AllowedIPs = 192.168.123.0/24

Endpoint = 1.2.3.4:51820

7 Edit tunnel X

Name: Ibuddyl |

Public key: l YrS6vQUCIATaR ImOyvS3teWdSErYxGe SjtEpDxtCell= ‘

[Interface]

PrivateKey = aAtKPu/QHflp7u+Djsir+ZrhQAD9uWIbTNH+/Q2W0=
ListenPort = 51820

Address = 192.168.123.1/24

[Peer]

PublicKey = W0IHgAZ6GKawBppsvOmdITiPNwsHjXSAvcXrOgkRunc=
AllowedIPs = 192.168.123.0/24

Endpoint = 1.2.3.4:51820

Save Cancel

WireGuard configuration on machine 1

o On machine 2:
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[Interface]

PrivateKey = mGYJDUuH9pLgGwo4MOARSdfLsfmqUclJ5jVLj0eLmE4=
ListenPort = 51820
Address = 192.168.123.2/24

[Peer]

PublicKey = YrS6vQUCJATaRImOyv93teWd8ErYxGe5jtEpDxtCell=
AllowedIPs = 192.168.123.0/24

Endpoint =5.6.7.8:51820

7 Edit tunnel X

Name: | buddy2 l

Public key: | W0IHgAZ6GKawBppsvOmdITPNwsH]XSAVCXrOgkRunc= |

[Interface]

PrivateKey = mGYIDUuH9pLqGwo4MOARSdfLsfmquUcll5jVLj0eLmE4=
ListenPort = 51820

Address = 192.168.123.2/24

[Peer]

PublicKey = YrS6vQUCIATaRImOyv93teWdSEryYxGeSjtEpDxtCell=
AllowedIPs = 192.168.123.0/24

Endpoint = 5.6.7.8:51820

Save Cancel

WireGuard configuration on machine 2

4. Connection status
o On both sides: toggle the tunnel to “On”.
o On both sides: verify that the log shows a successful handshake, and that periodic keepalive messages
are sent afterwards. If you do not see this, the tunnel does not work correctly, an the subsequent steps
cannot work. If you see the handshake and keepalive messages: well done, your setup is pretty much

finished! <
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Tunnels Log

Time Log message A

2020-04-18 14:32:49.377 [TUN] [ ] UDP bind has been updated

2020-04-18 14:32:49.377  [TUN] | - Starting...

2020-04-18 14:32:49.377 [TUN] [ - Routine: sequential receiver - started
2020-04-18 14:32:49.377  [TUN] ||
2020-04-18 14:32:49.377  [TUN] |
2020-04-18 14:32:49.377 [TUN] [
2020-04-18 14:32:49.377  [TUN] |
2020-04-18 14:32:49.378  [TUN] [
2020-04-18 14:32:49.445  [TUN] |
2020-04-18 14:32:49.445 [TUN] |
2020-04-18 14:32:49.445  [TUN] |
2020-04-18 14:32:49.514  [TUN] |
2020-04-18 14:32:49.514  [TUN] |
2020-04-18 14:32:52.948 [TUN] ||
2020-04-18 14:32:52.948  [TUN] |
2020-04-18 14:32:52.950  [TUN] [
2020-04-18 14:32:52.950  [TUN] [
2020-04-18 14:33:06.398  [TUN] [
2020-04-18 14:33:16.413  [TUN] |

| peer
| peer
| peer - Routine: sequential sender - started
| Monitoring default v4 routes

] peer- - Routine: nonce worker - started

| Binding v4 socket to interface 19 (blackhole=false)

| Setting device v4 addresses

| Monitoring default v6 routes

] Binding v6 socket to interface 0 (blackhole=false)

] Setting device vb addresses

| Listening for UAPI requests

] Startup complete

| peer( : - Sending handshake initiation
| peer( - Awaiting keypair

| peer(] l - Received handshake response
| peer( i - Obtained awaited keypair
| peer(] M- Receiving keepalive packet
] peer( { - Receiving keepalive packet

Save

The log shows a handshake and keepalive packages

o Optional: ping tests

o If you are using Windows 10 you at first need to allow ping (ICMP) responses on your computetr.
There are many instructions for this (see e.g. this one (https://www.fagforge.com/windows
/windows-10/how-to-allow-ping-trough-the-firewall-in-windows-10/)). Verify that pinging your
own tunnel adapter (machine 1: ping 192.168.123.1 , machine 2: ping 192.168.123.2 ) results in
responses being sent. If you don’t get responses from pinging your own adapter, your peer of
course will also not get responses, even if the tunnel is working correctly.

o Ping each other’s tunnel adapter (machine 1: ping 192.168.123.2 , machine 1: ping
192.168.123.1 ). If you see ping responses, then the two computers can talk to each other on
exactly those addresses, like they would be in a LAN ' (However, note the OSl-lvl 2 vs OSI-lvl 3
problem in step 5).

5. Connect games

o Wireguard, as many other similar solutions, works on OSI-lvl 3. In a real LAN, in which computers are
physically connected via a switch, OSI-Ivl 2 broadcasts are available as well. Those cannot be covered
by design by WireGuard, as it works on Ivl 3 instead (note that a Ivl 2 tunnel is also significantly more
complex from a technical POV). For this reason games need to directly connect to their peers, instead
of using a broadcast-based match-finding and making-making approach.

o One machine starts the LAN game.

o The other machine directly connects to the IP address of this LAN game. With the WireGuard tunnel
this means: connect to the tunnel interface IP address of the peer (machine 1: connect to

192.168.123.2, or, if it’s machine 2: connect to 192.168.123.1 ).
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Have fun playing your LAN-games over the Internet together! ‘<

Notes on performance and reliability

I’'m still flashed by the performance of the WireGuard point-to-point tunnel. In my tests it turned out to be
really stable and fast — better than related solutions. The latency is really low, noticeably lower than with
other solutions — which is of course really good for games. And | did not experience a single connection
breakup in multiple games | tried for a while. Altogether I'm flashed by the tunnel performance and also the
config simplicity, compared to so many other solutions out there.

Alternatives to a WireGuard machine-to-machine
tunnel

Instead of configuring a WireGuard machine-to-machine tunnel, you can also configure WireGuard on your
router(s) — which is a little bit more complicated than the setup described in this post. If you are interested in
this: take a look at, for example, the OpenWRT support for WireGuard (https://openwrt.org/docs/guide-
user/services/vpn/wireguard/start).
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