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Chapter 1

Welcome to SmoothWall Express

In this chapter:

. An overview of SmoothWall Express

. About this documentation and who should read it
. Support information.

Welcome

Welcome to SmoothWall Express and secure Internet connectivity.

SmoothWall Express is an open source firewall distribution based on the GNU/Linux operating
system. Designed for ease of use, SmoothWall Express is configured via a web-based GUI and
requires absolutely no knowledge of Linux to install or use.

SmoothWall Express enables you to easily build a firewall to securely connect a network of
computers to the Internet.

Wireless

i 0
—

Private

SmoothWall Express ‘
g

De-militarized

Almost any Pentium class PC can be used, for example, an old, low specification PC long
redundant as a user workstation or server. SmoothWall Express creates a dedicated hardware
firewall, offering the facilities and real security associated with hardware devices.

SmoothWall Express comes pre-configured to stop all incoming traffic that is not the result of an
outgoing request. The rules files that implement this policy are part of the system configuration
and should not normally be edited by other than the configuration procedure. Should any of the
Linux system or configuration files be changed by other than SmoothWall Express configuration
and installation procedures there is a risk of compromising security, for which the SmoothWall
Project Team cannot be held responsible. However, we do not discourage people from
experimenting with and further developing their SmoothWall Express system — it is just that we
must point out that ill-conceived or badly executed changes might compromise the security of the
SmoothWall Express system.
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Who should read this guide?

Anyone maintaining and deploying SmoothWall Express should read this guide.

Other Documentation and User Information
SmoothWall Express Installation Guide contains information on system and hardware
requirements and installing, migrating to and accessing SmoothWall Express for the first time.

. https://my.smoothwall.org/ — where you can create a my.SmoothWall profile, access documentation,
sign up for newsletters and get fun stuff, themes and much more.

Need some help?

Support for SmoothWall Express is provided by way of mailing lists and forums accessible by
visiting the SmoothWall Express community at: http://community.smoothwall.org/

This support is provided on an entirely voluntary basis by members of the SmoothWall Express
Open Source community - nobody is paid to provide support for SmoothWall Express. Thus, the
SmoothWall Express Open Source Project Team cannot be held responsible for the quality,
accuracy or timeliness of the information provided by the volunteers who are kind enough to offer
their time and knowledge to the benefit of others.

For those users, particularly commercial users, who want professional support, we recommend the
use of the commercial products of SmoothWall Limited, which are fully supported by both
SmoothWall Limited and its world-wide network of re-sellers. For further details see SmoothWall
Limited’s web site at: http://www.smoothwall.net/
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Chapter 2

SmoothWall Express Overview

In this chapter:

. Security concepts used by SmoothWall Express
. How to access SmoothWall Express
. An overview of the pages used to configure and manage SmoothWall Express.

Security Concepts

SmoothWall Express supports a De-Militarized Zone (DMZ), a network normally used for servers
that need to be accessible from the Internet, such as mail and web servers.

By default SmoothWall Express blocks all traffic to hosts and servers behind SmoothWall
Express that originates from the Internet. If external users need to use servers behind SmoothWall
Express then access to these servers has to be specifically unblocked - see Chapter 3, Controlling
Network Traffic on page 13 for details.

Obviously, the less un-blocking that is configured, the more secure the firewall. It is better that
such un-blocking is limited to the DMZ network, where the information stored is not highly
confidential.

Keep private and confidential information on servers and hosts within the local (green) network
that cannot be accessed from the Internet.

Be very careful about un-blocking traffic going from the Internet (red) to the local (green) network
as you are opening a potential hole for hackers.

Unlike many firewalls, SmoothWall Express does not support Telnet connections to gain access
to the configuration and management facilities. This is considered to be unsafe by the designers.

Normally, you should use an encrypted https connection to configure and manage SmoothWall
Express. You can also enable Secure Shell access to SmoothWall Express allowing login using
either the root or setup user account. Do not enable this facility when it is not needed — the less
that is enabled the better from a security viewpoint.

Remember SmoothWall Express is only part of a security solution. There is little point in having
the most impenetrable front door in the world yet the back door is left wide open. Security is a
specialist area; experience, knowing what to look for, understanding how hackers and crackers
operate, being up to date with the latest security threats etc. Commercial networks should be
subjected to regular security audit and penetration testing.

SmoothWall Limited strongly recommends that all computers, especially public Internet facing
servers, are kept up-to-date with all available security patches from the suppliers of the system
software. This particularly applies to SmoothWall Express itself — please check regularly that all
available security updates have been applied.



SmoothWall Express Overview
Accessing SmoothWall Express

Accessing SmoothWall Express

Note: The following sections assume that you have followed the instructions in the SmoothWall Express
Installation Guide and successfully connected to the Internet.

To access SmoothWall Express:
1 In the browser of your choice, enter the address of your SmoothWall Express, for example:
https://192.168.110.1:441

Note: The example address uses HTTPS to ensure secure communication with your SmoothWall
Express. It is possible to use HTTP on port 81 if you are satisfied with less security.

2 Accept SmoothWall Express’s certificate. When prompted, enter the following information:

Field Information

Username | Enter admin. This is the name of the default SmoothWall Express administrator
account.

Password | Enter the password you specified for the admin account when installing SmoothWall
Express.

3 Click Login.The home page opens:

Express ‘wf

Control About Services Hetworking VPH Logs Tools Maintenance

o shutdown | help =

home
Welcome to SmoothWall Express 3 .0-sammy-i386

This is your gatesrsy to configuring and administering your Smoothbyall firewsall. Further information on your Smoothiall Express is svailable from our
website

Discover an exclusive,new world ...

AT
e
£ A0S LTINS
[ NS
.

mv.s"n!_jroﬁothWall |

Local: 192.168.73.142
Remote: 192168721
« Current: 0.0 bitiz /0.0 bit's (Out £ In)
Todary: 0.0KB/DOKE (Out fIn)
Marith: 00 KB SO0KBE (Out fin)
Refresh |

054416 up 2 min, 0 users, Ioad average: 001, 0.02, 0.00

Express 3.0 Wy-i386 @ 2000 - 2007 The Smoothwall Team
Smocthival™ is a trademark of SmoothWall Limited. Credits - Portions © original authors

The following sections describe SmoothWall Express’s sections and pages.
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SmoothWall Express Sections and Pages

A navigation bar is displayed at the top of every page. It contains links to SmoothWall Express's
sections and pages.

i

Express 50

Control About Services Hetworking VYPH Logs Tools Maintenance

The following

Control

sections give an overview of SmoothWall Express's default sections and pages.

The control section contains the following pages:

Pages

Description

home

SmoothWall Express’s default home page which displays network and connection
information, for more information, see Chapter 8, Home on page 63.

About

The about section contains the following sub-sections and pages:

Pages Description

status Displays a list of SmoothWall Express core and optional services, for more
information, see Chapter 8, Status on page 64.

advanced Displays information on memory, disk usage, hardware, modules and more, for
more information, see Chapter 8, Advanced on page 65.

traffic graphs Displays traffic statistics, for more information, see Chapter 8, Traffic Graphs
on page 66.

bandwidth bars | Displays realtime usage of bandwidth, for more information, see Chapter 8,

Bandwidth Bars on page 67.

traffic monitor

Displays recent, realtime usage of bandwidth, for more information, see
Chapter 8, Traffic Monitor on page 68.

my smoothwall

Displays SmoothWall Express development information and enables you to,
optionally, register your SmoothWall Express, for more information, see
Chapter 8, Your SmoothWall Express on page 69.
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Services

The services section contains the following pages:

Pages

Description

web proxy

This is where you configure and enable SmoothWall Express’s web proxy service,
for more information, see Chapter 6, Using the Web Proxy on page 39.

im proxy

This is where you configure and enable SmoothWall Express’s instant messaging
proxy service, for more information, see Chapter 6, Configuring Instant
Messaging Proxy on page 42.

pop3 proxy

This is where you configure and enable SmoothWall Express’s POP3 proxy
service, for more information, see Chapter 6, AV Scanning the POP3 Proxy on
page 43.

dhcp

This is where you configure and enable SmoothWall Express’s Dynamic Host
Configuration Protocol (dhcp) service, to automatically allocate LAN IP addresses
to your network clients, for more information, see Chapter 6, Configuring the
DHCP Service on page 45.

sip proxy

This is where you configure the SIP proxy service, for more information, see
Chapter 6, Configuring the SIP Proxy on page 44.

dynamic dns

This is where you can configure SmoothWall Express to manage and update
dynamic Domain Name System (dns) names from popular services, for more
information, see Chapter 6, Dynamic DNS on page 48.

static dns

This is where you can add static DNS entries to SmoothWall Express’s in-built
DNS server, for more information, see Chapter 6, Static DNS on page 50.

ids

This is where you enable the Snort IDS service to detect potential security breach
attempts from outside your network, for more information, see Chapter 6,
Managing the Intrusion Detection System on page 51.

remote
access

This is where you enable secure shell access to SmoothWall Express, and restrict
access based on referral URLS, for more information, see Chapter 6, Configuring
Remote Access on page 52.

time

Here you can configure time zones, time and date, time synchronisation and enable
SmoothWall Express’s time server, for more information, see Chapter 6,
Configuring Time Settings on page 53.
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The networking section contains the following pages:

Pages Description

incoming Here you forward traffic on ports from your external IP address to ports on clients
on your local network(s). For more information, see Chapter 3, Port Forwarding
Incoming Traffic on page 13.

outgoing Here you can create rules to control local clients’ access to external services. For
more information, see Chapter 3, Controlling Outgoing Traffic on page 15.

internal This is where you can enable access from a host on your orange or purple networks
to a port on a host on your Green network. For more information, see Chapter 3,
Controlling Internal Traffic on page 18.

external Here you can set up connections from external machines to specified ports on

access SmoothWall Express. For more information, see Chapter 3, Managing Access to
Services on page 20.

ip block This is where you create rules to prevent access from specified [P addresses or

networks. For more information, see Chapter 3, Selectively Blocking IPs
Addresses on page 21.

timed access

This is where you configure when clients on your protected network may have
access to the external network or Internet. For more information, see Chapter 3,
Configuring Timed Access to the Internet on page 22.

qos Here you can prioritise the different types of traffic on your network. For more
information, see For more information, see Chapter 3, Managing Quality of
Service for Traffic on page 23.

advanced This is where you can advanced networking features. For more information, see
Chapter 3, Configuring Advanced Network Options on page 24.

ppp settings | This is where you configure modem, ADSL and ISDN connections. For more
information, see Chapter 3, Configuring Dial-up Connections on page 26.

interfaces Here you configure NIC IP addresses, DNS and gateway settings. For more

information, see Chapter 3, Working with Interfaces on page 29.

The VPN section contains the following pages:

Pages

Description

control

Here you manage VPN connections. For more information, see Chapter 4,
Working with VPNs on page 31.

connections

Here you create, edit and manage VPN connections. For more information, see
Chapter 4, Creating VPN Connections on page 31.
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Logs

The Logs section contains the following pages:

Pages Description

system Contains logged system information for SmoothWall Express, including: DHCP,
IPSec, updates and core kernel activity. For more information, see Chapter 8,
Accessing System Logs on page 70.

web proxy Contains logged web proxy information for SmoothWall Express. For more
information, see Chapter 8, Web Proxy Logs on page 71.

firewall Contains logged information on attempted access to your network stopped by
SmoothWall Express. For more information, see Chapter 8, Firewall Logs on
page 72.

ids Contains logged information on potentially malicious attempted access to your
network. For more information, see Chapter 8, IDS Logs on page 73.

instant Displays logged instant messaging conversations in realtime. For more

messages information, see Chapter 8, Instant Messages Logs on page 74.

email Contains logged information on the emails passing though the POP3 proxy and
anti-virus engine. For more information, see Chapter 8, Email Logs on page 75.

Tools

The Tools section contains the following pages:

Pages

Description

ip information

Here you can run a whois lookup on an IP address or domain name. For more
information, see Chapter 5, Whois — Getting IP Information on page 35.

ip tools Here you can run ping and traceroute network diagnostics. For more information,
see Chapter 5, Using IP Tools on page 35.
shell Here you can connect to SmoothWall Express using a Java SSH applet. For more
information, see Chapter 5, Running the SSH Client on page 37.
Maintenance

The Maintenance section contains the following pages:

Pages

Description

updates

Displays the latest updates and fixes available for SmoothWall Express, and an
installation history of updates previously applied. For more information, see
Chapter 7, Updating SmoothWall Express Software on page 55.
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Pages Description

modem Here you can apply specific settings for your PSTN modem or ISDN TA. For more
information, see Chapter 7, Configuring Modems on page 57.

speedtouch | Here you can upload firmware to enable SmoothWall Express to use the Alcatel/

usb firmware | Thomson Speedtouch Home USB ADSL modem. For more information, see
Chapter 7, Using Speedtouch USB ADSL Modems on page 58.

passwords | This is where you manage administrator and dial account passwords. For more
information, see Chapter 7, Managing Passwords on page 59.

backup Here you can backup your SmoothWall Express settings. For more information,
see Chapter 7, Configuring Backups on page 60.

preferences | Here you can configure the SmoothWall Express user interface. For more
information, see Chapter 7, Setting User Interface Preferences on page 61.

shutdown Here you can shut down or reboot SmoothWall Express. For more information, see
Chapter 7, Shutting down/Restarting SmoothWall Express on page 61.

Configuration Conventions

The following sections explain how to enter suitable values for frequently required settings.

IP Addresses

An [P address defines the network location of a single network host. The following format is used:

192.168.10.1

IP Address Ranges

An IP address range defines a sequential range of network hosts, from low to high. [P address
ranges can span subnets. Examples:

192.168.10.1-192.168.10.20
192.168.10.1-192.168.12.255

Subnet Addresses

A network or subnet range defines a range of IP addresses that belong to the same network. The
format combines an arbitrary IP address and a network mask, and can be entered in two ways:

192.168.10.0/255.255.255.0
192.168.10.0/24

Netmasks

A netmask defines a network or subnet range when used in conjunction with an arbitrary IP
address. Some pages allow a network mask to be entered separately for ease of use. Examples:

255.255.255.0
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255.255.0.0
255.255.248.0

Service and Ports

A service or port identifies a particular communication port in numeric format. For ease of use, a
number of well known services and ports are provided in Service drop-down lists. To use a custom
port number, choose the User defined option from the drop-down list and enter the numeric port
number into the adjacent User defined field. Examples:

21
7070

Port Ranges

A port range can be entered into most User defined port fields, in order to describe a sequential
range of communication ports from low to high.

The following format is used:
137:139

Connecting via the Console

You can access SmoothWall Express via a console using the Secure Shell (SSH) protocol.

Note: By default, SmoothWall Express only allows SSH access if it has been specifically configured.
See Chapter 6, Configuring Remote Access on page 52 for more information.

Connecting Using a Client

When SSH access is enabled, you can connect to SmoothWall Express via a secure shell
application, such as PuTTY.

To connect using an SSH client:

1 Check SSH access is enabled on SmoothWall Express, see Chapter 6, Configuring Remote Access

on page 52.
2 Start PuTTY or an equivalent client:
Category.
& S_es-;mn = | Basic options for your PuTTY session |
[ L.ug‘glng [ Specify your connection by host name or IP address ——
eminal
Keyboard Host Mame (or IP address) Port
0 [192.168.72.142 Jez2
atures Frotocol:
indow © Raw  Tenet ( Rlogin & SSH
- Appearance B )
. Behaviour Load, save or delete a stored session
Translation Saved Sessions
- Selection
-~ Colours Defautt Settings Load
[ Connection AF2
- Data WinSCP temporary session B
i Telnet Delete
i Rlogin
=-§5H
K Close window on exit:
Q‘ﬁ' | © Mways  © Never 5 Orlyon clean exit
Tunnels LI
About Help N Cangel |
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3 Enter the following information:

Field Description

Host Name (or IP address) Enter SmoothWall Express’s host name or IP address.

Port Enter 222

Protocol Select SSH.

4 Click Open. When prompted, enter root, and the password associated with it. You are given access

to the SmoothWall Express command line.

Connecting Using Web-based SSH

To connect via the web-based SSH:
1 Navigate to the tools > shell page:
—loix|

S5H Authorization required

User name root

password |

Login

Enter the username root, and the password associated with it. As a root user, you will access the
SmoothWall Express command line.

[Canceif

11
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Chapter 3

Controlling Network Traffic

In this chapter:
. Managing incoming and outgoing traffic
. Controlling internal traffic and access to services
. Blocking specific IP
. Configuring timed access to the Internet
. Managing Quality of Service (QoS)
. Configuring Dial-up Connections

. Working with interfaces.

Port Forwarding Incoming Traffic

SmoothWall Express, by default, blocks all traffic that comes from the red interface. Therefore,
all IP addresses/ports with traffic you want to allow through, must have a port forward rule
configured.

You can create a list of port forwarding rules, where traffic arriving at a port on the red (Internet)
interface is forwarded to another IP address and port, normally in the DMZ (orange) but
potentially within the local (green) protected network.

Port forward rules are usually used to allow servers within the DMZ to communicate with the
outside world on the Internet without exposing their IP address or more services or ports than is
necessary. Small networks behind a dial-up or ISDN link are unlikely to use this facility.

13
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1

2

To create a port forwarding rule:
Browse to the Networking > incoming page:

ExpreSS 2.0
Control About  Services Hetworking VYPH Logs Tools Maintenance
~.  shutdown |help &

incoming | outgoing

internal external access ip block timed access | qos | advanced | PPP | interfaces |

Add a new rule:

Pratocal:

Source port or range;
Destination IP:
Destination port:
Comment:

Enabled:

Current rules:

* i blank, then the source port will be uzed as the destination port.

Forward ports from your external IP address to ports on machines inside your local networks.

I TCF - l External source IP (or network): I
IUserdefined vl Port: I
IUserdefined vl Port: % I
v Add

Protocol &4 | External source IP Source port Destination IP Destination port Enabled Mark
Comment
Remaove | Edit |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Configure the following settings:

Setting

Description

Protocol

Select one of the following:
TCP — The default protocol
UDP — the connection-less UDP protocol.

External source IP
(or network)

Specify which external IP or network can send traffic to the specified
destination IP.

Or, leave this field empty if all traffic to the destination IP is to be allowed, for
example a publicly accessible web server.

Each permitted network or IP address requires its own rule.

Source port or
range

Specify which port on the source IP address the traffic will be coming from.

For example, port 80, the standard HTTP port number, would normally be
specified for traffic to be forwarded to a web server.

It is not logical or sensible to allow traffic on other ports through to the web
server, the less that is allowed through the firewall, the more secure will be the
servers and networks behind it.
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Setting

Description

Port

Each rule must contain either a single port number, or a port range specified as
two port numbers separated by a colon (:) character.

For example, 123:456 would forward all ports from 123 through to an
including 456. Except for the colon separator character, port numbers must be
numeric and have a value of less than 65536.

Destination IP

Specify the IP address in the DMZ or the local (green) network where the
traffic is to be forwarded to.

Note: Forwarding ports to the local (green) network is not generally
recommended — publicly accessible servers should be located in the
DMZ if at all possible.

Destination port

From the drop-down menu, select the destination port. Or, select User defined.

Port

If User defined is selected as the destination port, enter a destination port.

Normally, this will be the same as the source port; e.g. port 80 goes to port 80
for a web server.

However, it is not uncommon to use non-standard port numbers for security
reasons.

SmoothWall Express uses port 81 for HTTP access to these configuration
pages. If the Destination Port is left blank then it will be set to the same port or
port range as the source port.

Comment

Optionally, enter a comment describing this rule.

Enabled

Select to enable the rule.

3 Click Add and the information will be transferred to the Current rules section below. The rule takes
effect immediately.

Editing and Removing Rules

To edit or remove a rule:
1 In the Current rules area, select the rule and click Edit or Remove.

Controlling Outgoing Traffic

You can allow, disable or limit access to the Internet based on each internal interface. In addition,
you can specify a list of IP address which are not subject to any blocking.

Default access is determined when SmoothWall Express is installed and is either Open, all traffic
is allowed onto the Internet, Half-open, some traffic is allowed, with the rest being blocked or
Closed, all traffic being blocked unless you explicitly add a rule to allow it.

15
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To create an outgoing access rule:
1 Browse to the Networking > outgoing page:

i

Express { .;
L

Control About Services Metworking VPH Logs Tools Maintenance

~._  shutdown | help £

incoming outgoing internal external access ip block timed access | qos | advanced | PPP ‘ interfaces |
Add rules to control locsl machine's access o external services.
Interface defaults:
Traffic originating on GREEM is: Blocked with exceptions 'I
Save

Add exception:

Interface: GREEN

Application or service(s) I User defined j Port: I

Comment: I

Enablect 2 Add

Current exceptions:

Interface &4 Application or service(s) Enabled Mark
Comment
GREEN Remote access v r
GREEN Wik v r
GREEN File transfer v r
GREEN Email and Hewws v r
GREEN Instant Messaging v r
GREEN Multimedia v r
GREEN Gaming L r
PURFLE Remate access v r
PURPLE Wk v r
PLIRFLE File transfer v r
PLRPLE Email and Mevs v r
FURFLE Instanit Messaging v r
PLIRFLE Multimecia 4 r
PLIRFLE Gaming v r
Remove Edit |

Add always allowed machine:

IP acldress:

Comment: I

Enabled: v Al

Current always allowed machines:

IP address & Enabled Mark
Comment
Remove Edit |
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Configure the following settings:

Setting

Description

Traffic originating ...

In the Interface defaults area, locate the interface you want to configure
traffic for and select from the following options:

Blocked with exceptions — Block all traffic originating on the interface
except for the exceptions listed in the current exceptions area.

Allowed with exceptions — Allow all traffic originating on the interface
except for the exceptions listed in the current exceptions area.

Click Save to save your selection.
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Setting

Description

Interface

To add an exception, select from the following options:
GREEN — Select to add an exception for traffic on the green interface.
ORANGE — Select to add an exception for traffic on the orange interface.

PURPLE — Select to add an exception for traffic on the purple interface.

Application or service(s) | From the drop-down list, select the application, service or user defined

option.

Port If you select User defined as the application or service, enter the
applicable port.

Comment Optionally, enter a description of the rule.

Enabled Select to enable the rule.

3 Click Add. The rule is added to the list in the Current exceptions area.

Always Allow Traffic

You can always allow certain clients access to the Internet.

To always allow outgoing traffic:
Browse to the Networking > outgoing page.

2 In the Add always allowed machine area, configure the following settings:
Setting Description
IP address | Enter the IP address of the client you want to always allow access to the Internet.
Comment Optionally, enter a description of the rule.
Enabled Select to enable the rule.
3 Click Add. The rule is added to the list in the Current always allowed machines area.

Editing and Removing Rules

To edit or remove arule:

1 In the Current rules area, select the rule and click Edit or Remove.
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Controlling Internal Traffic

It is possible to configure ‘holes’ between the DMZ (orange network) and the local (green)
network on the internal page to allow and manage internal traffic. The standard configuration,
without any holes configured, blocks any host in the DMZ from connecting to a host on the local
(green) network.

Every hole you open is a potential security risk and the name pinhole implies the size of the hole
that should be opened.

There may be good reasons for doing so, for example, where web servers located in the DMZ need
to access back-end SQL database servers on the local network. Another example is where external
(facing) mail servers in the DMZ relay messages to internal mail servers on the local network.

Note:

The internal page only applies to networks where a De-Militarized Zone (DMZ) is configured on
the orange interface.

The standard configuration, without any pinholes setup, is as follows:
Green can talk to purple and orange

Purple can talk to orange

Orange can talk to nothing

By default, all interfaces can talk to red and the Internet. This will depend, of course, on how you
configure outgoing filtering.

To create a pinhole and allow traffic internally:

1 Browse to the Networking > internal page:
SW;H Express { .2
Control About Services Hetworking VPH Logs Tools Maintenance
- shutdown | help =
incoming outgoing internal external access ip block timed access ‘ qos | advanced | PPP | interfaces ‘
Enable access from a host on your ORANGE of PURPLE netvworks to & port on & host on your GREEN network.
Add a new rule:
Source P Protocal TCR ‘I
Destination IP:
Application or service(s) I User defined j Destination part:
Comment: I
Enabizc: B Add
Current rules:
Protocol &4 Source IP ination IP ination port Enabled Mark
Comment
Remove Edit |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The Smoothwall Team
Smocthival™ is a trademark of SmoothWall Limited. Credits - Portions © original authors
2 Configure the following settings:
Setting Description
Source IP Specify the IP address of the server in the DMZ (orange) network that needs

to communicate with a host on the local (green) network.
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Setting

Description

Protocol

From the drop-down list, select the protocol to use:
TCP — for TCP/IP, but can be set for the connection-less UDP protocol
UDP — for a PING pinhole.

Note: UDP pinholes are best avoided as the connection-less UDP protocol
represents a greater security risk than does TCP.

Destination IP

Specify the IP address on the local (green) network which is to receive the
traffic from the Source IP address.

Application or
service(s)

From the drop-down list, select the application, service or user defined port.

Destination port

If user defined is selected, enter which port on the destination IP address is to
receive the traffic.

Comment

Optionally, enter a description.

Enabled

Select to enable the traffic.

3 Click Add. The rule is listed in the Current rules area.

Editing and Removing Rules

To edit or remove a rule:
1 In the Current rules area, select the rule and click Edit or Remove.
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Managing Access to Services

You can set up a list of allowed connections from external computers to your network via IP
address/ports on the Internet (red) interface. This is typically used to grant HTTP, HTTPS or SSH
access for remote administration of SmoothWall Express.

Ports opened for forwarding are not affected by the settings on this page.

To manage access to services:
1 Browse to the Networking > external access page:

i E :
% Xpress { .
Control About Services Hetworking VPH Logs Tools Maintenance

~.  shutdown |help =]
incoming ‘ outgoing internal external access ip block timed access ‘ qos | advanced | PPp | interfaces ‘
Allowy access to admin services running on the Smoothivvall to external hosts.
Add a new rule:
TCP - External source IP (or netwark); Destination port:
Comment: I
Enable: ¥ Add
Current rules:
Protocol &d Source Enabled Mark
Comment
TcP ALL 13 v r
Femaove Edit |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiial™ is a trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Configure the following settings:

Setting Description

Protocol Select from the following:
TCP — The default protocol.
UDP — The connection-less UDP protocol.

External source IP | Enter the IP address of the external source allowed to access admin services
(or network) running on SmoothWall Express.

We strongly advise that you specify only one known and trusted remote
computer to use to administer gain or root access to SmoothWall Express —
this will stop anybody else being able to open the port.

Destination port | Enter the port on SmoothWall Express which will accept data from the
specified source address. All other ports will be blocked.

For HTTPS specify port 441, for SSH specify port 222.

Note: External access using HTTP is not recommended because this protocol
does not encrypt the data.

Comment Optionally, enter a description.

Enabled Select to enable the rule.

3 Click Add. The rule is listed in the Current rules are.
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Selectively Blocking IPs Addresses

You can selectively block external IP addresses from accessing SmoothWall Express and any
machines behind it.

To block external IP addresses:
1 Browse to the Networking > ip block page:

t E J 3
% Xpress { .
Control About Services Hetworking VPH Logs Tools Maintenance I

~.  shutdown [help: &

incoming ‘ outgoing internal external access ip block timed access |qus| advanced |ppp‘ interfaces |

Add blocking rules to prevent access from specified IP addresses or networks.

Add a new rule:

Source IP or network: @ Drop packet (@} Reject packet Log r

Comment: I

Enable: ¥ Add
Current rules:
Source IP &4 Action Log Enabled Mark
Comment
Remove Edit
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The Smoothwall Team
Smocthival™ is a trademark of SmoothWall Limited. Credits - Portions © original authors

2 Configure the following settings:

Setting Description

Source IP or | Enter the remote source IP of the machine you want to block.
network

Drop packet |Select to drop packet: and completely ignore any request from the specified IP.

Reject packet | Select to reject the packet. In this mode, an ICMP Connection Refused message
will be sent to the originating IP, but no connection will be possible.

Log Select to log activity.

Comment Optionally, enter a description of what the rule is for.

Enabled Select to enable the rule.

3 Click Add. The rule is added to the Current rules area.
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Configuring Timed Access to the Internet

SmoothWall Express can allow or disallow Internet access at certain times of the day, for a
specified group of clients.

To configure timed access to the Internet:
1 Browse to the Networking > timed access page:

i E :
% Xpress { .
Control About Services Hetworking VPH Logs Tools Maintenance

~.  shutdown [help:E]

incoming ‘ outgoing internal external access ip block timed access |qus| advanced |ppp‘ interfaces |

Configure timed access rules to prevent of allow internal machines network access st certain times of the day.

Global settings:

Enahblec: r hhacke: | Allow at specified times  x

Timed access:

A I Y I B I B [T

Mom: [T Tuer [T Wed [T Thu [T Fri [T Sat [T Sum [T

Machines:

Enter one IP address or network with netmask address per line.

SmcNaI™ i o ragemark o SragottWal Limited. Credia - Porions @ original authors
2 Configure the following settings:

Setting Description

Enabled Select to enable the settings.

Mode From the drop-down list, select from the following options:

Allow at specified times — Internet access is allowed at the specified times.

Reject at specified times — Internet access is blocked at the specified times.

From - To Select from when to when and the days of the week to allow or block Internet
access.

Machines Enter one IP address or network with netmask per line.

3 Click Save.
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Managing Quality of Service for Traffic

You can ensure traffic quality of service (QoS) by prioritising traffic in SmoothWall Express.

1

2

To manage qos:

Browse to the Networking > qos page:

SW' Xpress { .2
Control About Services Metworking VPH Logs Tools Maintenance
~._  shutdown | help £
incoming ‘ outgoing internal external access ip block timed access ‘ qos | advanced | PPP ‘ interfaces |
Set the best speed which your network is capable of achieving. The headroom should be increased if traffic shaping is having no effect.

General options:

Enable traffic shaping: O Internal upload & downlosd: I 100mbit 'I

External upload speed: 256khit - Dovwnlosd speed: I E12khbit »

= Traffic that does not match below

Headroam 10% ‘I gets treated as: InDrmaI =

Rule selection:

Instant Messaging: low ‘I Diomain Mame Service: I high p2

File Transter Protocol low vl Wik I normal >

Electranic Mail low 'I Secure Shell I high i

Vaice Over IP: high ‘I Peer to Peet: I low =

Gaming: high 'I Mutimecia: I high =

WPI; niarmal 'I WhC: Ih\gh i

Save

SmoothWall Express 3.0-degu-i386 © 2000 - 2007 The SmoothWall Team
Smoothval™ is & trademark of SmoothWall Limited. Credits - Portions @ original authors
Configure the following settings:
Setting Description
Enable traffic shaping | Select to enable QoS.

Internal upload &
download

From the drop-down list, select the speed of your internal upload and
download connections.

External upload speed

From the drop-down list, select the speed of your external upload
connection.

Download speed

From the drop-down list, select the speed of your download connection.

Headroom

Accept the default or, from the drop-down list, select the amount of
headroom required for SmoothWall Express to handle fluctuating traffic
levels.

Traffic that does not
match below gets treated
as

From the drop-down list, select how to handle traffic types that are not
listed in the Rule selection area.
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Setting Description

Rule selection Accept the default priorities for the services, traffic and protocols listed,
or, adjust them to suit your requirements. The following priority levels
are available:

none — traffic is treated as specified by the Traffic that does not match
below gets treated as option, see above for more information

slow — force traffic to go slow even if the connection is empty

low — traffic use up to 40% of the available connection but if there is other
traffic on the connection this is limited to 15%

normal — traffic can use 90% of the capacity of the connection if the
connection is empty and at least 40% in busier conditions

high — traffic can use 90% of an otherwise empty connection and is
guaranteed 20% if the connection is busy. Traffic prioritised as high has
first call on any spare capacity.

Configuring Advanced Network Options

SmoothWall Express can be configured to manage Internet Control Message Protocol (ICMP) and
other advanced network options.

To manage qos:
1 Browse to the Networking > advanced page:

7 E :
\ Xpress { .
= . . - o~
ontrol  About Services Networking YPH Logs Tools Maintenance

. shutdown |help =]

incoming ‘ outgoing internal external access ip block timed access ‘qos| advanced PPP interfaces

Configure ICMP settings and other advanced features

Advanced networking features:

Block ICMP ping: r Enable SYN cookies: r

Block and ignore IGMWP packets: - Block and ignore multicest traffic: r

Enable UPRP (Universal Plug and Action to perform on bad external lﬁ

Play) support: . traffic: Relem =

Save |

SmoothWall Express 3.0-degu-i33$6 @ 2000 - 2007 The SmoothWall Team
SmoctHal™ iz a trademark of Smoothwall Limited Credits - Portions @ original authors

2 Configure the following settings:

Setting Description

Block ICMP ping Select to stop SmoothWall Express responding to PING messages from
either the Internet or from the local network.

Enable SYN cookies Select to enable SYN cookies as a defence mechanism against SYN
Flood attacks, and avoid a Denial of Service (DOS) situation where
SmoothWall Express is too busy to do any real work.
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Setting

Description

Block and ignore IGMP
packets

Select to block and ignore Internet Group Management Protocol (IGMP)
packets. This reduces spurious messages in your log files.

Block and ignore
multicast traffic

Select to block multi-cast messages and stop them being logged.

Enable UPnP (Universal
Plug and Play) support

Select to enable support for Universal Plug and Play (UPnP) clients.

Action to perform on bad
external traffic

From the drop-down list, select how to handle traffic that is not
forwarded. The options available are:

Reject — Reply with a port unreachable ICMP message.

Note: This will make it easier for an attacker to determine what ports
SmoothWall Express has open.

Drop — Do not reply. The attacker will have a harder time finding open
ports on SmoothWall Express.

Tip: For maximum stealth ability, combine Drop with Block ICMP
ping.

Click Save to save the settings.
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Configuring Dial-up Connections

You can configure up to five different dial-up connections that can be used to connect
SmoothWall Express to an ISP via ISDN, USB ADSL or an analogue modem.

To configure a dial-up connection:
Browse to the Networking > ppp page:

: E
% xp re S S L oV
Control About Services Hetworking VPH Logs Tools Maintenance
~.  shutdown |help =]
incoming ‘ outgoing internal external access ip block timed access ‘ qos | advanced | ppp ‘ interfaces |
Configure username, password and other details for up to five PPP, PPPoA or PPPOE connections.

Profiles:

lm Select Deleta Profile name: W

Telephomy

Interface: Madem on COM1 'I Computer to modem rate: IHEEDU 2

Mumber: Modem speaker on: v

Digling mode: Tone = Maximum retries: I'I 0

Ielle timeout (mins; O to disable): 15 Persistent connection: [l

Dial on Dermanc: r Dial on Demand for DNS: r

Automatic reboat if connection

Connect on Smoothitvall restart: r T Bl (]

ISP requires Carrisge Return: r

Authentication:

Username:; Passware: I

Methoct: FAF or CHAP -I Setipt name: |
DHS:

Type:  wanual ® automatic

Primary DNE: Secondary DNS: I

Save
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The Smoothwall Team
Smocthival™ is a trademark of SmoothWall Limited. Credits - Portions © original authors

Note: The settings available depend on the type of connection you are configuring.

2

Consult the connection information your ISP has provided and then enter the following

information:

Setting

Information

Profile name

Enter a descriptive name for the connection.

Interface

From the drop-down list, depending on the type of connection you are creating,
select one of the following:

Modem on COM — the modem and the COM port it is on

Single ISDN — if your connection uses single ISDN

Dual ISDN — if your connection uses dual ISDN

PPPoE — if your connection is Point-to-Point Protocol over Ethernet

ADSL — if your connection uses an ADSL modem.
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Setting Information
Computer to The default is usually sufficient and ensures that modems with data
modem rate compression capabilities run at their maximum possible speed.
Note: Old 486 PCs may need this rate to be reduced to 57,600 bits/second.
Number Enter your ISP's dial-in access modem number.

Modem speaker
on

Select to turn on the modem speaker, if it has one.

Dialing mode

From the drop-down list, select the dialling mode used by your telephone
exchange.

Maximum retries

Accept the default number or enter a different number of failed dial attempts
before SmoothWall Express stops trying to connect.

After this number, SmoothWall Express will not try to dial again until you
click Dial on the Control > home page.

Note: This number applies even if the Persistent connection option is enabled.

Idle timeout (mins;

Determines the length of inactivity before SmoothWall Express drops the

0 to disable) connection when used in non-persistent connections.

The default is 15 minutes.

Set this option to zero (0), to disable it.

Note: When disabled, you will have to disconnect and hang-up manually.
Persistent Select to enable SmoothWall Express to keep the link to your ISP up and
connection available for use all of the time — if the connection drops, it will automatically

be re-dialled.

Dial on Demand

Select to configure SmoothWall Express to automatically connect to the ISP
detailed in the current profile whenever a user on the network initiates a
connection to the Internet.

Note: If dial on demand is enabled and your Internet connection is charged on
a per minute basis, you may get an unpleasant surprise when the next
telephone bill arrives!

Note: You still have to click Connect on the Control > home page to start
SmoothWall Express.

Dial on Demand
for DNS

Select to configure SmoothWall Express to dial up to the Internet each time a
DNS request is made by any machine on the local network — this can happen
a lot when reading e-mail with embedded HTML, for example.

Note: Ifnot selected, SmoothWall Express will not dialup to the Internet each
time a DNS request is made, but only when a specific connection is
requested. This is one simple way to help reduce telephone charges
when the ISP connection is one that is paid for on a per minute basis.

Connect on
SmoothWall
restart

Select to configure SmoothWall Express to automatically connect to the ISP
after being rebooted.
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Setting

Information

Automatic reboot
if connection

Select to configure SmoothWall Express to automatically reboot if the red
interface is detected as being down for 5 minutes.

n for . e
:in?nwut e(s) 5 This option is primarily intended for users of Alcate]l USB ADSL modems
which appear not to automatically reconnect in some circumstances.
Note: This option cannot be used in conjunction with Dial on Demand.
ISP requires Select this option if your ISP requires that the modem send a carriage return to

Carriage Return

signal it has finished sending.

Service name For PPPoE connections, enter the name of the PPPoE service.
Concentrator For PPPoE connections, enter the name of the PPPoE concentrator.
name

Keep second
channel up

For ISDN connections, select this option to control the action of the second
data channel for high-speed, 128Kbit access.

If the data throughput keeps changing, this may cause the ISDN channel to go
up and down. Selecting this option will force the second channel to remain up,
instead of automatically closing once the data-rate decreases below a threshold
where the second channel is of no benefit.

Minimum time to
keep second
channel up (sec)

For ISDN connections, select this option to stop the second channel repeatedly
going up and down due to the threshold being exceeded for short periods of
time.

You can enter a higher value to force the second channel to stay up for longer,
so a momentary lull in the data traffic will not cause the second channel to go
down.

Username

Enter the username supplied by your ISP.

Password

Enter the password supplied by your ISP.

Method

Select one of the following authentication methods:
PAP or CHAP — this is the most common method used by ISPs
Standard login script — uses a standard text-based login script

Demon login script — uses the UK Demon Internet ISP’s modified version of the
standard login script to connect to Demon’s authentication servers

Other login script — enables you to use a custom login script if none of the other
methods are suitable.

Note: If you need this, you will need to login to SmoothWall Express as the
root user and create the file in /etc/ppp

Script name

If you have selected the Other login script method, enter the script’s name.

Type

Here you determine DNS details. Select form the following:
Manual — enter the IP addresses of your ISP’s DNS server

Automatic — select if your ISP supports automatic DNS server configuration.
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Setting Information
Primary DNS If you select Manual as the DNS type, enter the primary DNS server IP
address.
Secondary DNS | Optionally, if you select Manual as the DNS type, enter the secondary DNS
server IP address.
3 Click Save to save your settings and create the connection.

Working with Interfaces

You can configure and edit network interfaces, DNS and gateway settings.

To configure a network interface:
1 Browse to the Networking > interfaces pages, for example:

Express 29

Control About Services Hetworking VPH Logs Tools Maintenance
~.  shutdown |help =]

incoming ‘ outgoing internal external access ip block timed access ‘qus | advanced |ppp | interfaces

GREEH:

Physical inerface:

MIC type:
MAC acidress:

RED:

Physical inerface:
MIC type:

MAC acidress:

DHS and Gateway settings:
Defautt gatevway:

Configure the network interface IP addresses, as well 33 DNS and gatevway seftings

ethll IP acidress: |1 9216672141
pCneta? Metmask: I255.255.255.D

00:0C:29:FE1B:F1

ethl Connection methad:: I Static ¥
ponet32 CHCP hostname: IsmnuthwaH
00:0C: 22:F81B:FE IP acidress: |192.168.?4.142
Metmask: IU 0.0.0
192.168.72.1 Primary DMS: |192.158.72.T
Secondary DNS: I
Save |

SmoothWall Express 3.0-degu-i386

Smocthival™ is a trademark of SmoothWall Limited. Credits - Portions © original authors

& 2000 - 2007 The SmoothWall Team

Note: The settings displayed here depend on the number of NICs in your system and/or the type of
external connection you have configured.

2 For the interface you want to configure, enter the following information:
Setting Description
IP address For an internal interface, enter the IP address.
Netmask For an internal interface, accept the default or enter a new netmask.
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3

Setting

Description

Connection method:

To configure an external ethernet connection, you can select from the
following connection methods:

Static — Select this method if you want SmoothWall Express to use a static IP
address that has been assigned by your Internet Service Provider (ISP).

DHCP — Select this method if your ISP dynamically assigns you a different [P
address each time you connect to the Internet.

PPPoE — Select this method if your ISP uses Point-to-Point Protocol over
Ethernet (PPPoE) to connect you to the Internet.

DHCP hostname If you are using the DHCP connection method, enter the DHCP hostname.

IP address If you are using the Static connection method, enter the IP address for the
external interface.

Netmask If you are using the Static connection method, enter the netmask for the

external interface.

Default gateway

If you are using the Static connection method, enter the default gateway’s IP
address.

Primary DNS If you are using the Static connection method, enter the IP address of the
primary DNS.
Secondary DNS Optionally, if you are using the Static connection method, enter the IP

address of the secondary DNS.

Click Save to save your settings.




Chapter 4

Working with VPNs

In this chapter:

. How to create and manage virtual private network (VPN) connections.

Creating VPN Connections

SmoothWall Express enables you to create Pre-Shared Key, IPSec VPN connections to other
SmoothWall Express systems or IPSec-compliant hosts which have static [P addresses.

The following sections explain how to configure a connection between a local SmoothWall
Express and a remote SmoothWall Express.

Configuring the Local SmoothWall Express

The following section explains how to configure the settings for the local SmoothWall Express
and how to export the settings for use when configuring the remote SmoothWall Express.

To configure the local settings:
1 On the local SmoothWall Express, browse to the VPN > connections page:

ExpreSS { . \
*

Control About  Services Hetworking YPH Logs Tools Maintenance

o shutdown | help &

control connections

Create connections to other SmoothiWalls or IPSec-compliant hosts which have static IP addresses,

Add a new connection:

[arme: l— Compression: -
Left: I— Left subnet: I—
Right: l— Right subnet: l—
Secret: I
Aggain: I
Comment: I

Enabled: v Add

Current connections:

Femowve | Edit |
Import and Export:
Export | | Browse... | Impaort |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
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2 Configure the following settings:

Setting

Description

Name

Enter a name for the connection.

We suggest you use a meaningful name that relates to the left/right concept which
identifies the ends of the VPN connection.

Compression

Select to enable data compression in the connection.

Left

Enter the public IP address of the SmoothWall Express on the left, local, end of
the VPN connection. This must be the public IP address of the Internet (red)
interface. Therefore, you need a static IP address from your ISP.

Note: A dynamic IP address can work, but every time your ISP allocates a new
IP address you will have to reconfigure the VPN connection.

Left subnet

Enter the network address of the subnet from which the VPN connection
originates.

Normally, this will be the local (green) network. This must be entered in the
netmask format, /16 for class B, /24 for a normal class C subnet. For example,
192.168.1.0/24.

Note: Left and right subnets must have different network addresses.

Right

Enter the public IP address of the SmoothWall Express on the right, remote end
of the VPN connection. This must be the public IP address of the Internet (red)
interface. Therefore, you need a static IP address from your ISP.

Note: A dynamic [P address can work, but every time your ISP allocates a new
IP address you will have to reconfigure the VPN connection.

Right subnet

Enter the network address of the subnet to which the VPN connection goes.

Normally, this will be the local (green) network. This must be entered in the /
netmask format, /16 for class B, /24 for a normal class C subnet. For example,
192.168.1.0/24.

Note: Left and right subnets must have different network addresses.

Secret

Enter a secret string to exchange between the two SmoothWall Express systems
to authenticate the connection.

This secret should be at least twenty characters long and contain a mixture of
lower and upper case letters and numerics.

Note: It’s a good idea to use a string you can remember.

Again

Re-enter the string to confirm it.

Comment

Optionally, enter information on the connection for future reference.

Enabled

Select to enable the connection.

3 Click Add to add the connection to the list of current connections.

4 Click Export. SmoothWall Express creates the file vpnconfig.dat and enters the current
connections in it. When prompted by your browser, save the file to a secure location.
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Note: The information, including the secret, in this file is stored in clear text. Make sure that it is

transferred securely to the other end of the connection.

Configuring Remote Connection Settings

To configure the remote connection settings:

1 On the remote SmoothWall Express, browse to the VPN > control page:
W xp ress ..I. -\.\
Control About  Services Hetworking YPH Logs Tools Maintenance
~.  shutdown |help &
control | connections
Cortrol and manage your %P connections.
Manual control and status:
Festart | Stop |
Global settings:
Local WPN P % I Enableg: [ Save |
* i blank, the currently configured ethernet RED address will be used.
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

address of the Internet (red) interface.
3 Click Save.

In the Global settings area, in the Local VPN IP field, enter this SmoothWall Express’s public IP
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4 Browse to the VPN > connections page:

SW}I] Express { .
Control About  Services Hetworking VPH el

Logs Tools Maintenance

~.  shutdown |help &

control connections

Create connections to other SmoothiWalls or IPSec-compliant hosts which have static IP addresses,

Add a new connection:

[arme: I Compression: -
Lett: I Lett subnet: I
Right: I Right subnet: I

Secret: I

Aggain: I

Comment: I

Enabled: v Add

Current connections:

Femowve | Edit |

Import and Export:

Export | | Browse... | Impaort |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
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5 Click Browse. Navigate to and select vpnconfig.dat. Click Import. SmoothWall Express uses the

settings to configure the remote end of the connection.

6 Browse to the VPN > control page:

SW}I] Express { .
Control About  Services Hetworking VPH el

Logs Tools Maintenance

~.  shutdown |help &

control | connections

Cortrol and manage your %P connections.

Manual control and status:

test

Festart | Stop |

Global settings:

Local VPN IF; % |1 39.91.1.10 Enabled: M Save |

* i blank, the currently configured ethernet RED address will be used.

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

7 Click Restart to open the connection.



Chapter 5

Using SmoothWall Express Tools

In this chapter:

. How to use whois, ping, traceroute and shell tools.

Whois - Getting IP Information

Whois displays ownership information for an IP address or domain name. A major use for this is
to determine the source of requests appearing in logs.

To use whois:
1 Navigate to the Tools > ip information page:

W xp re S S ..I. -\.\
Control About  Services Hetworking VYPH Logs Tools Maintenance

~.  shutdown |help &

ip information ip tools | shell |

Perform & “whois' lookup on an ip address or domain name.

‘Whois lookup:
IP addreszes or domain =
names: H0
SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
2 In the IP addresses or domain name field, enter the IP address or domain name you want to lookup

3 Click Run. SmoothWall Express displays any information available.

Using IP Tools

SmoothWall Express provides ping and traceroute tools

Pinging
Ping establishes that basic connectivity to a specified host can be made. Use it to prove that
SmoothWall Express can communicate with its local networks and external hosts on the Internet.
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To use Ping
1 Navigate to the Tools > ip tools page:

i

Control Abowut Services Hetworking VPH

Express ¢ .
S

Logs Tools Maintenance

~~.  shutdown |help &

ip information ip tools | shell |
Perform 'ping' and traceroute’ network disgnostics.
Select tool:
T e Fur

Express 3.0-polar-i386
Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors

2 From the Tool drop-down menu, select Ping.

3 In the IP addresses or hostnames field, enter the IP address or hostname you want to ping.

4 Click Run. The result of the ping command is displayed.

Tracing Routes

Traceroute is used to reveal the routing path to Internet hosts, shown as a series of hops from one
system to another. A greater number of hops indicates a longer (and therefore slower) connection.

The output of these commands is as it would be if the commands were run directly by the root user
from the console of the SmoothWall Express system. It is of course, more convenient to run them

from this page.

To use Traceroute:
1 Navigate to the Tools > ip tools page:

Control Abowut Services Hetworking VPH

i

ip information

ip tools

| shell |

Express ¢ .
S

Logs Tools Maintenance

~~.  shutdown |help &

Perform 'ping' and traceroute’ network disgnostics.

Select tool:

IP addresses ar
hostnames:

Traceroute iv

Taal:

SmoothWall Express 3.0-polar-i386
Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors

2 From the Tool drop-down menu, select Traceroute.

3 In the IP addresses or hostnames field, enter the IP address or hostname you want to ping.

4 Click Run. The result of the command is displayed.



Running the SSH Client

The web-based secure shell (SSH) remote access tool enables command line administration of the

SmoothWall Express system through a web browser.

SmoothWall Express
Administrator’'s Guide

Note: In order to use this feature, SSH access must be enabled. See Chapter 6, Configuring Remote
Access on page 52 for more information.
Your browser must have Java Virtual Machine capability installed. For details on setting your
browser up in this way, consult your browser help system.
To use the shell tool:
1 Navigate to the Tools > shell page:
Express
Control About  Services Hetworking VYPH Logs Tools Maintenance -
) "“\\_ shutdown | help &
ip information | ip tools shell
Connect to your SmocthiWiall using & Java S5H applet (requires S5H to be enabled).
Secure shell:
e
S5H Autharization required
User name
Fassword
Cancel | Login |
Connected to 192.168.72.141 222
SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
2 Click on the shell window once the Java applet has loaded.
3 Enter the user name root and password credentials to log into the shell.
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Chapter 6

Managing SmoothWall Express
Services

In this chapter:

. How to configure, enable and manage web, instant messaging, POP3, SIP DHCP, dynamic DHCP
and intrusion detection system services.

Using the Web Proxy

SmoothWall Express provides a configurable web proxy which can cache requested Internet
objects. SmoothWall Express caches web and FTP requests.

Note: SmoothWall Express does not cache HTTPS requests or pages containing username and password
information for privacy reasons.

To configure web proxy caching:
1 Browse to the Services > web proxy page:

W Express ____

Control About Services Hetworking VYPH Logs Tools Maintenance

~.  shutdown |help &

web proxy | im proxy pop3 proxy sip proxy |dhcp| dynamic dns static dns |ids| remote access |time|

Configure and enable your Smoothiall's integrated caching web proxy service.

‘Web proxy:

Cache size (MB): s00 Remuote proxy: % l—
Remote proxy username: * l— Remote proxy password: l—
Maix object size (KB): W in ohject size (KB): ID—

Maix outgoing size (KB ID— Maix incoming size (KB ID—

Transparent: (| Enabled: I~

& These fields may be blank.

Save | Sawve and clear cache |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
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2

Configure the following settings:

Setting

Description

Cache size (MB)

Enter the amount of disk space that SmoothWall Express uses to cache web and
FTP requested information. Correctly configured, especially where relatively
slow Internet connections are used, the cache will provide faster access to pages
that have recently been visited by users on the same SmoothWall Express
system.

The cache size must not exceed the amount of free disk space available. As a
rough guide, it should be at least 100 M Bytes smaller than hard disk size. This
allows adequate room for the /var/logs, /boot, /swap partitions and
SmoothWall Express software.

Note: An excessively large cache size may slow down information access,
causing SmoothWall Express to spend more time and resources
managing a large cache that the time saved retrieving pages over a fast
connection. We recommend that you experiment with different cache
sizes to achieve optimum performance. For more information on
caching, visit: http://wiki.squid-cache.org/SquidFaq/

Remote proxy

Optionally, enter the IP address of a remote proxy server.

Some large networks use a dedicated proxy server; alternatively there might be
a remote proxy server available on your ISP’s network, in which case your ISP
will be able to provide you with the necessary information.

Remote proxy
username

If using a remote proxy which requires authentication, enter the user name
required.

Remote proxy
password

If using a remote proxy which requires authentication, enter the password
required.

Max object size
(KB)

Enter the largest object size to be stored in the cache or accept the default value.
This option enables you to ensure that large downloads do not clog up the cache.

The default is not to cache objects larger then 4096 K Bytes (4 M Bytes).

Min object size
(KB)

Optionally, enter the smallest object size that will be stored in the cache.

Max outgoing

Optionally, enter the maximum amount of data, for example — file uploads or

size (KB) form submissions, that a browser is allowed to send through SmoothWall
Express, regardless of whether the data is cached or not.

Max incoming | Optionally, enter the maximum download file size that can pass through

size (KB) SmoothWall Express.

This option can be used to stop people from downloading excessively large files
that would slow down your Internet connection



http://wiki.squid-cache.org/SquidFaq/
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Setting Description
Transparent Select this option to enable transparent mode and avoid the need to configure
users’ web browsers to work with SmoothWall Express.

In transparent mode, all requests are automatically redirected through

SmoothWall Express.

Prerequisites

In order to deploy a web security policy transparently, the following must be in

place:

4 DNS must be set up correctly on your network so that user workstations
can resolve the short form of SmoothWall Express’s hostname, for
example: resolve mysmoothwall for the hostname
mysmoothwall.london.com

4 Configure your network to use SmoothWall Express as the default
gateway to the Internet

4 User workstations and SmoothWall Express must be within the same
DNS domain

4 Internet Explorer must be configured to authenticate automatically with
intranet sites.

If transparent mode is not enabled, you must configure users’ browsers to use

port 800 rather than the standard port 80.

Enabled Select to enable the web proxy service.
3 Click Save to save and implement your settings. Click Save and clear cache to save and implement

your settings and clear any information currently in the cache.
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Configuring Instant Messaging Proxy

SmoothWall Express’s Instant Messenger (IM) proxy service enables you to log IM conversations
and file transfers on the green network and the purple network if it is enabled.

Note: SmoothWall Express cannot monitor HTTP-based IM sessions, or sessions made using any kind
of end-to-end encryption.

To configure the instant messaging proxy service:
1 Browse to the Services > im proxy page:

I E g
W xp re S S ..I. -\.\
Control About Services Hetworking VYPH Logs Tools Maintenance

~.  shutdown |help &

web proxy im proxy pop3 proxy sip proxy | dhecp | dynamic dns static dns | ids | remote access | time |
Configure the IM logaing proxy.
IM proxy:
Enabled: (| Swwear-word fitering: |
MSH: I~ 100G and Al W
Yahoo: I~ IRC: |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
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2 Configure the following settings:
Setting Description
Enabled Select to enable the instant messaging proxy service.
Swear-word filtering | Select to filter English swearwords.
MSN Select to proxy and monitor Microsoft Messenger conversations.
ICQ and AIM Select to proxy and monitor ICQ and AIM conversations.
Yahoo Select to proxy and monitor Yahoo conversations.
IRC Select to proxy and monitor IRC conversations.

3 Click Save to save and implement your settings.
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AV Scanning the POP3 Proxy

SmoothWall Express can Anti-Virus (AV) scan POP3 emails as they are downloaded from
external mail servers to clients running on the green and purple networks.

To configure the POP3 AV scanning service:
1 Browse to the Services > pop3 proxy page:

i

ExpreSS 2.0
Control About Services Hetworking VYPH Logs Tools Maintenance
~.  shutdown |help &

web proxy im proxy Pop3 proxy sip proxy | dhecp | dynamic dns static dns | ids | remote access | time |

Configure the POP3 anti-virus proxy. This proxy will remove viruses from emails that are retrieved through using the POP3 protocol.

POP3 proxy:
Enabled: (|
Save |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Configure the following settings:

Setting

Description

Enabled

Select to enable the service.

Clients which download mail using POP3 on port 110, will have all of their emails
AV scanned by SmoothWall Express’s in-built ClamAYV engine.

Emails which contain a virus will be replaced with an explanation email containing
details of the email including the name of the detected virus.

AV signatures are automatically updated daily.
Note: POP3 over SSL, on port 995, is not currently supported by this service.

3 Click Save to save and implement your settings.
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Configuring the SIP Proxy

SmoothWall Express’s SIP proxy service manages Session Initiation Protocol (SIP) traffic. SIP is
often used to set up calls in Voice over Internet Protocol (VoIP) systems.

The SIP proxy service is also able to proxy Real-time Transport Protocol (RTP) traffic, and will
solve some of the problems involved in setting up VoIP behind NAT.

To configure the SIP proxy service:
1 Browse to the Services > sip proxy page:

I E Py
SW“ Xpress ¢ .2
Control About Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

web proxy | im proxy pop3 proxy sip proxy |dhcp | dynamic dns static dns | ids | remote access |time |

Configure the SIP proxy service. |t can be used to transparently or non-transparently proxy SIP calls to and from the GREEM network,

Session Initiation Protocol:

Enabled: r Logging level: I Marmal 'l

Log calls: I Maximum number of clients: 50 -

Transparent: (|

Save |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Configure the following settings:

Setting Description

Enabled Select to enable the service.

Logging level | From the drop-down list, select the level of logging required.

Log calls Select to log individual calls.

Maximum From the drop-down list, select the maximum number of clients which can use the
number of service.
clients

Transparent | Select to run the SIP proxy service in transparent mode.

When operating transparently, the SIP proxy service is not used as a registrar, but
will allow internal SIP devices to communicate properly with an external registrar
such as an Internet Telephony Service Provider (ITSP). An ITSP offers an Internet
data service for making telephone calls using VolP.

3 Click Save to save and implement your settings.



Configuring the DHCP Service

SmoothWall Express’s Dynamic Host Configuration Protocol (DHCP) service enables you to
automatically configure computers on your network. DHCP provides computers with an IP
address, DNS settings, and gateway information.

Both the green and purple networks can use the DHCP service.

To configure the DHCP service:

1 Browse to the Services > dhcp page:

SmoothWall Express

Administrator’'s Guide

W

Express ¢ .
S

Control About Services Hetworking VYPH Logs Tools Maintenance

shutdown | help &

web proxy | im proxy pop3 proxy sip proxy dhe dynamic dns
p

static dns | ids | remote access |time |

Global settings:
Metwork Boot enakled: (|

Configure and enable yvour Smoothivyall's DHCP service, to automatically allocste LAN IP addresses to your network clients.

Boot server: I Boot filename: I

Roat path: |

Interface:

DHCP:
Start address:

Primary DS

Enabled: (|

& This fisld may be blank.

Add a new static assignment:
Hostname:

MAC address:
Enabled: v

Current static assignments:
Hostname &4

Femowve |

Hote:

IGREEN 'l Select |

End address:

Secondary DNS:

Primary MTP: l— Secondary MTP: l—
Primary WiNS: l— Secondary YN l—
Default lease time (mins): IBD— Max lease time (mins): 120
Diomain rame: suffic l— MIS damain: l—
Primary MIS: l— Secondary MIS: l—

Sawve |

Description: I
IP address: I

Add

IP address MAC address
Description

Edit |

Mark

SmoothWall Express 3.0-degu-i386

Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors
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Configuring the DHCP Service

2

Configure the following settings:

Setting Description

Network Boot Select to enable network booting for diskless workstations.

enabled

Boot server If network booting is enabled, enter the IP address of the server running Trivial

File Transfer Protocol (TFTP)

Boot filename

If network booting is enabled, enter the name of the file workstations or
devices should use to boot.

Root path

If network booting is enabled, enter the path to the file workstations or devices
should use to boot.

Interface

From the drop-down list, select the network you want to configure the service
for.

Start address

Enter the first IP address you want SmoothWall Express to offer to its client
PCs.

There is no need for the start address to be consecutive with SmoothWall
Express’s IP address.

The first three parts of the [P address should normally be the same as that of
the SmoothWall Express.

The default address range suggested by SmoothWall Express is from
192.168.0.100 to 192.168.0.200. This allows addressing space below the
DHCP range for computers using fixed I[P addresses, such as file and print
servers. Obviously, no other computers on the local network should use a fixed
IP address within the DHCP range specified.

End address

Enter the highest IP address to be allocated by SmoothWall Express.

Primary DNS

Enter which DNS server SmoothWall Express should tell its clients to use.

Because SmoothWall Express runs a DNS proxy, you will probably want to
set the Primary DNS server to SmoothWall Express’s IP address.

Secondary DNS

If you run a local DNS server and want your desktops to use it, enter its IP
address.

Primary NTP

Enter the IP address of the primary Network Time Protocol (NTP) server
SmoothWall Express should tell its clients to use.

Secondary NTP

Optionally, enter the IP address of a secondary Network Time Protocol (NTP)
server SmoothWall Express should tell its clients to use.

Primary WINS

Enter the IP address of the Windows Internet Name Service (WINS) server
SmoothWall Express should tell its clients to use.

Secondary WINS

Optionally, enter the IP address of a secondary Windows Internet Name
Service (WINS) server SmoothWall Express should tell its clients to use.
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Setting

Description

Default lease time
(mins)

Enter the time in minutes that a client PC can retain an [P address provided by
SmoothWall Express. Upon expiry of the lease, the client PC has to re-request
a new [P address.

For most users, this field should be left at its default value.

Max lease time
(mins)

Enter the maximum time in minutes that a client PC can retain an IP address
provided by SmoothWall Express.

For most users, this field should be left at its default value.

Domain name Enter the domain name that will be given to systems requesting an IP address.

suffix For most small networks this can be left blank.

NIS domain Enter the Network Information Service (NIS) domain name.

Primary NIS Enter the IP address of the primary NIS server SmoothWall Express should tell
its clients to use.

Secondary NIS Optionally, enter the IP address of the secondary NIS server SmoothWall
Express should tell its clients to use.

Enabled Select to enable the DHCP service.

Click Save to save and implement your settings.

Assigning Static IP Addresses

SmoothWall Express enables you to allocate fixed IP addresses to nominated clients.

To statically assign an IP address:
In the Add a new static assignment area, configure the following settings:

Setting Description

Hostname | Enter the hostname of the client to be allocated a static IP address.

Description | Optionally, enter a description about this assignment.

MAC address | Enter the client’s Network Interface Card’s (NIC’s) Media Access Control (MAC)
address.
The MAC address must be entered as six pairs of hexadecimal numbers, with a
space, colon or other separator character between each pair, e.g. 12 34 56 78 92
BCOrl2:34:56:78:9A:BC.

IP address | Enter the IP address you want to assign to the client.

Enabled Select to enable the assignment.

Click Add to add the assignment to the list of current static assignments.
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Dynamic DNS

SmoothWall Express, together with a dynamic DNS service such as dyndns.org or no-ip.com,
enables you to have a sub-domain name point to your workstation. This, in turn, enables you to
run services such as a web server even if you do not have a static [P address.

To configure the dynamic DNS service:

Subscribe to a dynamic DNS service. Currently, SmoothWall Express supports the following
services and providers:

Service Provider

dhs.org DHS International provides Internet services through the help of contributions and
volunteer assistance from the Internet community. For more information, visit: http:/
[www.dhs.org/

dyndns.org | Dynamic Network Services, Inc. (DynDNS) provides domain name system (DNS)
services. For more information, visit: http://www.dyndns.com/

dyndns.org | Dynamic Network Services, Inc. (DynDNS) provides domain name system (DNS)

(Custom) | services. For more information, visit: http:/www.dyndns.com/

dyns.cx DyNS provides a number of free and premium DNS related services for home or
office use. For more information, visit: http://www.dyns.cx/

hn.org Hammernode provides a free DNS service. For more information, visit: http:/hn.org
Note: At the time of writing, it is unclear if Hammernode’s service is still available.

no-ip.com | No-IP is a managed DNS service provider. For more information, visit: http:/www.no-
ip.com/

zonedit.com | zoneedit supplies Internet domain name management. For more information, visit:
http://www.zonedit.com/

easydns.co |easyDNS provides domain name registration and a DNS management service. For

m more information, visit: http://www.easydns.com/

ods.org ODS provides DNS management services. For more information, visit: http:/

www.easydns.com/

Note: We encourage users to donate to organisations which rely largely on donations for funding.
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Browse to the Services > dynamic dns page:

I E
W xp re S S rll -\.\
Control About Services Hetworking VYPH Logs Tools Maintenance I
o shutdown | help &
web proxy | im proxy pop3 proxy sip proxy | dhecp | dynamic dns static dns | ids | remote access | time |
Especially suited when your ISP assigs you a different IP address every time you connect, you can configure your Smocthiall to manage and update
your dynamic DNS names from several popular services.
Add a host:
Service: I dhs.org j Behine & proxy: || Enable wildeards: |
Hostname: I Domair: I
Uzername: I Pazsword: I
Comment: I
Enabled: M Add
Current hosts:
Service &d Hostname Domain Proxy Wildcards Enabled Mark
Comment
Remaove | Edit |
Force update |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Configure the following settings:

Setting Description

Service From the drop-down list, select the dynamic DNS service you have registered with.

Behind a Select this option if you are using no-ip.com as the service provider or if

proxy SmoothWall Express is behind a proxy server.

Enable Select this option to have all the sub-domains of your dynamic dns hostname point

wildcards to the same IP as your hostname. For example, when selected,
www.mysmoothwall.dyndns.org will point to the same IP as
smoothwall.dyndns.org.
Note: This option does not work with the noip.com service, as they only allow this

feature to be activated or deactivated directly from their web site.

Hostname | Enter the hostname you registered with your service provider.

Domain Enter the service provider’s domains you selected.

Username | Enter the user name you registered with the service provider.

Password Enter the password you registered with the service provider.

Comment Optionally, enter a description.

Enabled Select to enable the service.

Click Add to add the service to the list of current hosts.
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Forcing Updates

You can force SmoothWall Express to refresh current dynamic IP addresses for all the enabled
hostnames back to their respective dynamic DNS service providers.

Note: Don’tdo it too often. Dynamic DNS service providers don’t like people who update their [P when
it hasn’t changed — they may consider you an abusive user and block your hostnames.

To force updates:

1 Browse to the Services > dynamic dns page.
2 In the Current hosts area, click Force update. SmoothWall Express refreshes the current dynamic
IP addresses.

Static DNS

SmoothWall Express can create a local hostname table that can be used by SmoothWall Express
and computers on the green and purple networks. This makes hostnames resolvable to all hosts
using SmoothWall Express’s DNS service. This includes SmoothWall Express itself.
To configure the static DNS service:

1 Browse to the Services > static dns page:

I E g
Control About Services Hetworking VYPH Logs Tools Maintenance
~.  shutdown |help &
web proxy | im proxy pop3 proxy sip proxy | dhecp | dynamic dns static dns | ids | remote access | time |
Add static DNS entries to Smoathiiall's inbuitt DNS server.

Add a host:

IP address: I Hostname: I

Comment: I

Enabled: M Add
Current hosts:
IP address &4 Hostname Enabled Mark
Comment
Remaove | Edit |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
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2 Configure the following settings:

Setting Description

IP address Enter the IP address of the host.

Hostname Enter the host’s name.

Comment Optionally, enter a description

Enabled Select to enable the entry.




SmoothWall Express
Administrator’'s Guide

3 Click Add to add the settings to the list of current hosts.

Managing the Intrusion Detection System

SmoothWall Express’s intrusion detection service (IDS) detects potential security breach attempts
from outside your network.

Note: This service only detects intrusion attempts, it does not prevent them.

To enable IDS:

1 SmoothWall Express requires Snort IDS rules. Visit http://www.snort.org/ to subscribe and get an
Oink code which will entitle you to download rules and keep them up to date.

2 Browse to the Services > ids page:

W xp re S S ..I. -\.\
Control About Services Hetworking VYPH Logs Tools Maintenance

~.  shutdown |help &

web proxy | im proxy pop3 proxy sip proxy | dhecp | dynamic dns static dns | ids | remote access | time |
Enable the Snort IDS service to detect potential security breach sttempts from outside your network. Mote that Snort does not prevent these attempts
— vyour port forwarding and access rules are used to allow and deny inbound access from the outside.
Snort iz no longer shipped with any rules. In order to fetch rules you need to visit www.snort.org and register for an Qink code
Intrusion Detection System:
Snart: (|
Save |

Rule retrieval:

Qink code:

Rule age: [r&,

Sawve and update rules

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
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3 Configure the following settings:

Setting Description

Snort Select to enable IDS. Click Save.

Oink code | Enter the code you have received from Snort.

4 Click Save and Update rules to fetch the IDS rules and restart the service.

Note: Fetching the rules and restarting the service may take a while.
You are only permitted to download the rules at a limited frequency.
Do not share the same Oink code between different SmoothWall Express systems.
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Configuring Remote Access

When enabled, you can access SmoothWall Express remotely using the secure shell (SSH)

service.

To configure remote access:
1 Browse to the Services > remote access page:

i

Express ¢ .

5. .2

Control About Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

web proxy | im proxy pop3 proxy sip proxy |dhcp | dynamic dns static dns | ids | remote access time

SEH:

Enable Secure Shell access to your Smoothivyall, and restrict access based upon referral URL to ignore external links to your Smoothivyall,

Remote access:

% In order to be certain that the request for an admin function is from the Smocthiviall server and not some third party weh page, a referral check is
done. Enabling this festure means it is only possible to administer the Smootbyiall if the URL you visit contains either the local GREEN IR, the local
hostname, or the RED IP address. | will not be possible to sdminister the Smoothivyall if you connect via & DNS or Dynamic DNS name.

Allowy admin access only from valid
r referral URL= 7 r

Sawve |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Configure the following settings:

referral URLs

Setting Description

SSH Select to enable remote access using SSH.

Allow admin | Optionally, select to make a referral check that ensures that any request for an
access only | admin function is from SmoothWall Express and not a third party web page.
from valid

Note: Enabling this feature means it is only possible to administer SmoothWall
Express if the URL you visit contains either the local green IP, the local
hostname, or the red IP address. It will not be possible to administer
SmoothWall Express if you connect via a DNS or dynamic DNS name.

3 Click Save to implement the settings and start the SSH service.
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Configuring Time Settings

2

You can configure SmoothWall Express with the date and time, synchronise time with a network
time server and enable the inbuilt time server.

To configure time settings:
Browse to the Services > time page:

I E
W xp re S S rll -\.\
Control About Services Hetworking VYPH Logs Tools Maintenance I

o shutdown | help &

web proxy| im proxy pop3 proxy sip proxy |dhcp| dynamic dns static dns |ids| remote access | time |

Change timezone, manually set the time and date, configure time syncronization and enable the time server.

Timezone:

Timezone: | Europe/London j

Time and date:

set. [ Time: [1a=]:[z7 =13 =] Dte: f23 =|fdu =|f2007 -]
Hetwork time retrieval:

Enabled: r Interval: I 1 day 'l
Save time to RTC: I~ Mext update in: 24 hours

Hetwork time servers:

o Multiple random public servers

' Selected single public server: I AR Buenos Aires j

s User defined single public or local server: I

Time server:

Enabled: ]
Save |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Configure the following settings:

Setting Description

Timezone From the drop-down list, select your time zone.

Set Select to set the time and date.

Time From the drop-down lists, select the current time.

Date From the drop-down lists, select the date.

Enabled In the Network time retrieval area, select to enable SmoothWall Express
to synchronise its date and time with network time servers that are
accessible on the Internet.

53



54

Managing SmoothWall Express Services
Configuring Time Settings

Setting Description

Interval From the drop-down list, select how often SmoothWall Express should
synchronise the time and date with the network time server.

Save time to RTC Select to make SmoothWall Express update the Real-Time Clock (RTC)

of the workstation on which it is running with the time retrieved from the
network time server.

Next update in

Displays when the next synchronisation will take place.

Multiple random public
servers

Select to use a different network time server each time SmoothWall
Express synchronises the time settings. This is the default and
recommended option.

Selected single public
server

Select to use the same network time server each time SmoothWall Express
synchronises the time settings.

User defined single
public or local server

Select to specify the network time server to be used and enter the server’s
address.

Enabled

In the Time server area, select to enable SmoothWall Express’s built in
time server. This time server, when running, can service the green and
purple networks with the time using the Network Time Protocol (NTP).




Chapter 7

Managing SmoothWall Express

In this chapter:

. How to administer and manage SmoothWall Express.

Updating SmoothWall Express Software

From time to time, security and product updates are rolled out to all SmoothWall Express systems.
Y ou can use SmoothWall Express to check for and install updates automatically or you can update
SmoothWall Express manually.

Note: Only official patches will work with SmoothWall Express. Some patches may automatically
reboot your SmoothWall Express, read the instructions carefully before installing any patch.

Updating Automatically

To update SmoothWall Express automatically:
1 Browse to the Maintenance > updates page:

I E Py
SW“ Xpress ¢ .2
Control About  Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

dat | d | peedt h usb firmware passwords | backup | preferences shutdown |

See the lstest updates and fixes available for your Smoothivvall, and an installstion history of updates previously applied.

Check for Updates Update Advanced >>
S Express 3.0 y-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Click Check for Updates. SmoothWall Express checks for and displays any available updates.

3 Click Update. SmoothWall Express downloads and installs the available updates. Once installed,
the updates
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Updating Manually

To update SmoothWall Express manually:
1 Browse to the Maintenance > updates page:

Control Abowut Services Hetworking VPH

Express ‘w?

Logs Tools Maintenance

. shutdown | help &

p h usb firmware

passwords | backup | preferences

shutdown |

Installed updates:
The following updates have already been applied to your Smoothiall Express system

Update 001 Thiz is a test update.

Update 002 This is also a test upoabe.

Update 003 Thiz is a test update with a soaewhat bager desciption, eally & wowkd say somedlh
Update 004 O iy Chistmas cam last year # said: “So oy, Santa Claws is dead. Craw! it ¢

Check for Updates

See the lstest updates and fixes available for your Smoothivvall, and an installstion history of updates previously applied.

Update

2006-11-27
2006-11-27
2006-12-14
2006-12-14

Advanced >>

Install new update:
Toinstall an update please upload the tar.gz file below:

Upload update file:

Browse... | Upload |

SmoothWall Express 3.0-degu-i386
Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors

2 Click Advanced to access manual options.

3 In the Install new update area, click Browse. Navigate to and select the update file.

4 Click Upload to upload and install the update.
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Configuring Modems

SmoothWall Express’s default modem command settings work for the vast majority of modems.
However, you can customise modem commands to suit the modem you are using. Consult your
modem documentation for full documentation on the commands required.

2

To configure your modem:
Browse to the Maintenance > modem page:

Express ¢ .
S

Control About  Services Hetworking VYPH Logs Tools Maintenance

~.  shutdown |help &

pdat; d peedt h usb firmware passwords | backup | preferences shutdown |
Apply specific AT string seftings for your PSTH modem or ISDM T4,

Modem configuration:

Init; ¢ |+++ATZ Hangup: % |ATHD

Speaker or; K IATM'I Speaker off. % IATMD

Tone disl: % IATDT Pulze disl: 7 IATDP

Connect timeout: |45

& These fields may be blank.

Restore defaults | Save |

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Depending on your modem requirements, you can configure the following settings:

Setting

Description

Init

Accept the default initalization command string, or consult your modem
documentation.

The default string contains two elements: +++ and ATz. +++ ensures the modem
is in command rather than data mode, ATz performs a reset. However, some
modems have support for two stored profiles, which might require the use of
ATZ0 Or ATZ1.

Hangup

Accept the default hangup command string, or consult your modem
documentation.

Speaker on

Accept the default speaker on command string, or consult your modem
documentation.

Usually, the modem’s speaker is turned on while dialling using the ATM1
command. A few modems and external ISDN terminal adapters object to this
command, so try blanking it out.

Speaker off

Accept the default speaker off command string, or consult your modem
documentation.

Tone dial

Accept the default tone dial command string, or consult your modem
documentation.
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Setting Description
Pulse dial Accept the default pulse dial command string, or consult your modem
documentation.
Connect Enter the length of time to allow the modem to attempt to connect. After this
timeout number of seconds without proper response on the receiving side, it will stop
trying to connect.
3 Click Save to save and implement your settings.

Using Speedtouch USB ADSL Modems

Here you can upload the Alcatel USB driver software for the original Stingray (frog) modem and
the 330 model to SmoothWall Express.

To upload the driver:
Visit www.thomson.net/dsl/ or http://speedtouch.sourceforge.net/ and download the latest driver.

2 Browse to the Maintenance > speedtouch usb firmware page:

i

Express ¢ .
S

Control About  Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

updates | modem

Upload firmware to enable uze of an AlcatelThomson Speedtouch Home USB ADSL modem, nicknamed the 'frog' or 'stingray'. Download the

Alcatel Thompson SpeedTouch USB ADSL driver upload:
To utilize the AlcatelThompson SpeedTouch USB modem you must upload the firmware to your Smoothivyall box. Please download the tarball and then
upload the file, usually called mgmt.o, using the form below.

Uploadfile:l Browse... | Upload |

lzpeedtouch usb firmware| | passwords | backup | preferences shutdown |

"Speedtouch USB Firmware' tarball, unpack it, and upload the mamt.o file using this form.

SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
3 Click Browse, navigate to and select the driver file.

4 Click Upload. The file is uploaded to SmoothWall Express.
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Managing Passwords

Here you manage the passwords for the admin and dial accounts.

Passwords for SmoothWall Express accounts should be chosen carefully, ideally it should contain
a mixture of upper and lower case letter and numbers — and should be known to as few a people
as possible.

About SmoothWall Express Accounts

The admin account is the most important SmoothWall Express account. Users of this account are
allowed to change all SmoothWall Express settings, can view the log files and perform
maintenance on the system.

Users of the dial account are only allowed access to the SmoothWall Express home page and may
connect, disconnect and refresh the Internet connection.

Changing Passwords
It is always good security practice to use strong passwords and change them on a regular basis

To change passwords:
1 Browse to the Maintenance > passwords page:

ExpreSS 2.0
Control About  Services Hetworking VYPH Logs Tools Maintenance
~.  shutdown |help &

dat | d | dt: h usb firmware passwords | backup | preferences shutdown |

Change passwords for the ‘admin' and 'dial' management interface users. This does not affect access by SSH.

Admin user password:

Password: I Aggain: I Sawve |

Dial user password:

Password: I Aggain: I Sawve |

SmoothW¥all Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team

Smocthial™ is & trademark of SmoothWall Limited. Credits - Portions @ original authors
2 Configure the following settings for the admin account:

Setting Description

Password Enter a new, strong password for the account.

Minimum = 6 characters

Maximum = 25 characters

Again Re-enter the password to confirm it.

3 Click Save to change the password
4 Repeat the steps above for the dial account.
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Configuring Backups

You can back up your SmoothWall Express's configuration settings to a floppy disk.

You can deploy your current settings on a new SmoothWall Express installation by using a
backup. This is useful for cloning SmoothWall Express systems and enabling people with little or
no knowledge of SmoothWall Express to configure a firewall and Internet gateway.
To create a backup:

1 Browse to the Maintenance > backup page:

I E Py
SW“ Xpress ¢ .2
Control About  Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

pdat | d | peedtouch usb firmware passwords backup preferences | shutdown |

Use this page to creste a backup floppy disk or floppy disk image file,

Ingtructions on creating a backup disk or disk image:
Please insert a blank, formatted floppy disk in the Smoothivyall computer's floppy disk drive before pressing the button to creste the backup disk. This
disk should be available when reinstaling or upgrading, in order for the saved configuration to be restored.

Hote:lt may take up to & minute to write the information to the floppy disk. Atternatively, you may create a floppy disk image file, which you can later
werite to & floppy disk.

Create backup floppy disk Create backup floppy image file
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
2 Depending on how you want to store the backup, select one of the following options:
Option Description
Create backup This option creates a backup floppy disk.
floppy disk To create a backup floppy disk:
1 Insert a blank, formatted floppy disk in the SmoothWall Express’s
floppy disk drive.
2 Click Create backup floppy disk to create the disk.
Note: It may take up to a minute to write the information to the floppy disk.
3 Store the disk securely for when you need to clone or restore your
SmoothWall Express.
Create backup This option creates a backup floppy image which can be useful if you do not
floppy image have physical access to SmoothWall Express.

To create a backup floppy image:
1 Click Create backup floppy image to create the backup file.

2 Store the file securely for when you need to clone or restore your
SmoothWall Express.
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Setting User Interface Preferences

You can configure SmoothWall Express’s user interface to display or hide its drop-down menus.

To configure the user interface:
Browse to the Maintenance > preferences page:

Express { .
S

Control About  Services Hetworking VYPH Logs Tools Maintenance

~~.  shutdown |help &

dt: h usb firmware passwords | backup | preferences shutdown |

User interface:

Configure the Smoothiall Express User Interface.

Drop down menus: I~
Save |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Select or de-select the Drop down menus option to display or hide the menus.

Click Save to save and implement your preference.

Shutting down/Restarting SmoothWall Express

To shut down or restart SmoothWall Express:
Browse to the Maintenance > shutdown page:

1

2

Express { .

Control About  Services Hetworking VYPH Logs Tools Maintenance
~~.  shutdown |help &

dt: h usb firmware passwords | backup | preferences shutdown |

Shutdowen or restart your Smoothivyall — restarts are sometimes mandated by update installstion.

Shutdown:
Reboot | Shutcown |
SmoothWall Express 3.0-degu-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Select from the following options:

Setting Description

Reboot Click to reboot SmoothWall Express. This is usually only required after applying
a patch.

Shutdown Click to shut down. When the machine has finished shutting down, SmoothWall
Express will beep once indicating that you can disconnect the power.
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Chapter 8

Information and Logs

In this chapter:
. SmoothWall Express’s home page

. Service status, configuration, resource usage, bandwidth and traffic information
. How to register your SmoothWall Express
. Logs.

Control

The Control section contain SmoothWall Express’s home page which is the main status page.

Home

To access the home page:
1 Browse to the Control > home page:

Express W

Control About Services Hetworking VYPH Logs Tools Maintenance

. shutdown | help &

home
‘Welcome to SmoothWall Express 3 .0-sammy-i356

This is your gatesvay to configuring and sdministering your Smoothivyall firewvall. Further information on your SmocthiWiall Express is available from our
website.

my.SmoothWa

— L et pegns |

Local: 192.165.73.142
Remote: 192165721

1o
« Current: 0.0 bitis £391.0 bit/s (Out /In) ‘[ 1
Today: 0.0 KB /99.0 KB (Out /1) g
Maonth: 0.0 KB /99.0 KB (Out /1) Mon 12:00  Tue 00:00

Incomin Outgoin
Refreshl L aC goxnd

bytes/sec

09:25:07 up 43 min, 0 users, load average: 000, 0.00, 0.00

Express 3.0 y-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Note: When using PPP as the external connection method, buttons will be available to connect or
disconnect the connection.
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About SmoothWall Express

The following sections reviewSmoothWall Express information.

Status

Displays a list of core and optional services.

Note: On machines with low amounts of memory, 64 megabytes or less, or heavy web proxy caching,
some services may get swapped out to disk to save memory. This will be indicated on this page
and is not an error condition.

I E .
SW‘ Xpress i
Control About Services Hetworking VYPH Logs Tools Maintenance

.. shutdown | help; £

status | advanced traffic graphs bandwidth bars traffic monitor my smoothwall |
Active service status of your Smocthie.
Core services:
Logging server - 3 hours, 31 minutes
DS proxy server - 3 hours, 31 minutes
Kernel logging server - 3 hours, 31 minutes
CROM server - 3 hours, 31 minutes
Wieh server - 3 hours, 31 minutes
Services:
DHCP server | ]
SIP server | ]
Guiality of Service traffic shaping | ]
LPHP ]
Clam &nti-virus server | ]
Weh proxy =
Secure shell server - 5 hours, 31 minutes
Intrusion Detection System | ]
IM proxy server | ]
Metwork time server | ]
POP3 proxy server | ]
SPM [}
SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team

Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors




Advanced

SmoothWall Express

Administrator’'s Guide

Displays current configuration and resource usage about SmoothWall Express, for example:

1 E
0t Xpress
Control About Services Hetworking VYPH Logs Tools M
status advanced traffic graphs bandwidth bars traffic monitor my smoothwall |
Pertinent information about your Smoathie, current configuration and resource usage.
Memony:
Total Used Free Used % Shared Buffers Cached
Mem: ZE68E4 E471ZE 159Z11ZE | 25% | OE E2440K Z6LE0E
Swap: 257032 OK 257032K [os |
Total: 513856 6471ZK 449144K [12% |
Disk usage:
Filesystem Mount point Size Used Available Used %
Adev/hdad £ E.1G 126M 4.7G 4%
Adev/hdal fboot zoM 2.6M 1eM 19%
Adev/hda3 fwarflog Z2.60 ekl 2.4G 2%
Inode usage:
Filesystem Mount point IHodes Used Free Used %
Adev/hdad £ 675240 27507 642333 |B%
Adev/hdal fboot zZEle z0 2595 |1%
Adev/hda3 Avarflog 238544 24 238910 (1%
Uptime and users:
15:22:15, up 5:54, 0 users, load average: 0.00, 0.00, 0.00
User TTY Login time Idle JCPU PCPU ‘What
Interfaces:
ethl (Green)
IP Address: 192168.72.14 Broadcast 192165.72.255
Metmazk 2552552550 wATL 1500
MAC Address 00:0C: 29:Fa:18:F1 Status P

|l ‘W‘.’D‘-*‘x —n i@MMW'-.'f""\ ""xﬁesgird"-.«r“““w.\ P OSSO LEO NN gt L g ._ﬂ,-..___\‘

Note: Unfortunately, we have had to crop this screenshot — it’s too long to fit.
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Traffic Graphs

Displays statistical graphical and numeric data based on traffic across SmoothWall Express’s
network interfaces.

Express

Control About Services MHetworking VPH Logs Tools Maintenance
.. shutdown | help &

status | advanced traffic graphs bandwidth bars traffic monitor my smoothwall ‘

Statistical graphical and numeric data based upon tratfic usage across your SmootHWal's network interfaces

Traffic statistics - Tue Jul 31 13:07:00 2007:

Interface Period Direction Current rate Hour Day Week Month

Green Currenit In 0.0 btz 2100 KB 38MB 3amMB 38MB
Out 0.0 btz 1.4 MB 51 MB 51 MB 51 MB
Previous In 34 MB noke 00KB noke
Out 32MB noke 00KB noke

Red Currenit In 0.0 btz 14.0 KB 6000 KB 600.0 KB 6000 KB
Out 0.0 btz 00KB noke 00KB noke
Previous In 156.0 KB 0ok 00KB noke
Out 00KB noke 00KB noke

Traffic address stati: - Tue Jul 31 13:07:00 2007:

Address Period Direction Current rate Hour Day Week Month
192168721 Current In 0.0 bit/s 00KB 310KB 3 0KB 3 0KB
Qut 0.0 bit/s 00KB 23MB 23 MB 23 MB
Previous In 310KB 00KB noke noke
Qut 23MB 00KB noke noke
19216872 101 Current In 0.0 bit/s 00KB 2060 KB 2060 KB 2060 KB
Qut 0.0 bit/s 00KB 21 0KB M OKB M OKB
Previous In 2060 KB 00KB noke noke
Qut 21 0KB 00KB noke noke
19216872 141 Current In 0.0 bit/s 1850 KB 32MB 32MB 32MB
Qut 0.0 bit/s 1.4 MB 4508 4.5 MB 4.5 MB
Previous In 30MB 00KB noke noke
Qut 34 MB 00KB noke noke
192 168 72 143 Current In 0.0 bit/s 855.0KB 12 M8 1.2 MB 1.2 MB
Qut 0.0 bit/s 1430 KB 2300 KB 2300kKE 2300kKE
Previous In 414 0 KB 00KB noke noke
Qut 86.0 KB 00KB noke noke
1921687222 Current In 0.0 bit/s 531 .0 KB 2amMB 28MB 28MB
Qut 0.0 bit/s 550 KB 358.0KB 3580KE 3580KE
Previous In 22MB 00KB noke noke
Qut 303.0KB 00KB noke noke
1921687225 Current In 0.0 bit/s 00KB 280 KB 290KB 290KB
Qut 0.0 bit/s 00KB 304 .0 KB 304 0KE 304 0KE
Previous In 280 KB 00KB noke noke
Qut 304 .0 KB 00KB noke noke
192 168 .72 255 Current In 0.0 bit/s 280 KB 158.0 KB 1580 KA 1580 KA
Qut 0.0 bit/s 00KB 00KB noke noke
Previous In 128.0KB 00KB noke noke
Qut 00KB 00KB noke noke

Hetwork traffic graphs:
Last Updeted Tue Jul 31 13:05:01 2007, with data to Tue Jul 31 130501 2007

Summary network traffic graphs:

traffic on green interface over the last day

bytes/sec

Mon 16: 06 Mon 20: 00 Tue 00: 00 Tue 064:00 Tue 08:00 Tue 12:00
Avg: 8.3 k  Current: 0.6 kbytes/sec

O Incoming  Max: 8.4
2 Avg: 8.3 k  Current: 3.8 kbytes/sec

k
O outgoing  Max: k
click for detailed graphs for the green interface »

traffic on red interface over the last day

200
u
o
i l
Bl 108 JLI,!'
o bbby
)
o+
Mon 16: 60 Mon 20:00  Tue 00:00 Tue &4:00 Tue 88:00  Tue 12:00
O Incoming Max: 172.4 Avg: 77.2 Current: 79.5 bytes/sec
O outgoing Max: 1.0 Avg: 0.1 Current: 0.0 bytes/sec
click for detailed graphs for the red interface »
SmoothWall Express 3.0-polar-i386 ©2000 - 2007 The SmoothWall Team
SmoothiWal™ is a trademark of SmoothWall Limited. Credits - Portions @ original authors

This page also displays traffic statistics by IP and by protocol, if QoS is enabled. See Chapter 3,
Managing Quality of Service for Traffic on page 23 for more information.



Bandwidth Bars

Displays realtime network bandwidth usage bars, for example:

SmoothWall Express
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.l."

Control About Services Hetworking VYPH Logs Tools M

status | advanced traffic graphs

Bandwidth bars:

Green
Inc:oming |
Cutgoing |
Red
Inc:orming
Cutegoing
192.168.72.255
Inc:orming
Cutegoing
192.168.72.143
Inc:oming |
Cutgoing |
192.168.72.1H
Inc:oming |

Cutgoing |

bandwidth bars traffic monitor my smoothwall

Express { ..

Showes reaftime network bandwidth usage bars.

255K 512K 3K m|
255K 512K 3K m|

I I I I
25 Bt | 1|

I I I I
25%| | 5% 1o |
255K 512K 3K m|
255K 512K 3K m|
255K 512K 3K m|
255K 512K 3K m|

B Khps

5 Khps

5 Khps

B Khps

B Khps

5 Khps

SmoothWall Express 3.0-polar-i386

Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors
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Traffic Monitor

Displays realtime network bandwidth usage graphs, for example:

Express ¢
L

Control About Services Hetworking VPH Logs Tools Maintenance
.. shutdown |help =]

bandwidth bars traffic monitor my smoothwall |
Shows reaftime network bandwidth usage graphs
Red (External)
103bps
obps
Green
47Kops
3.0Kbps
192168.72.255
obps
Obps
192.168.72.143
27kbps
3.2Kbps
19216872141
3.2Kbps
2.7Kbps

J.—;m
status ‘ advanced traffic graphs
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Your SmoothWall Express

Displays credits and copyright information and enables you to register your SmoothWall Express

1

and create a MySmoothWall profile.

SmoothWall Express
Administrator’'s Guide

Control About Services

Hetworking VPH

status | advanced traffic graphs bandwidth bars traffic monitor

my smoothwall |

Express 3.0-polar-i386 3.0

Discover an exclusive new world ...

ALERTS
ls.’”P[:,"iﬁnul'ls
f

L
o

Register vour copy of SmocthiWiall Express and create your ovwn my Smocthiviall profile.

A my Smoothivyall profile gives you access to:

Emnail notifications (updates & patches)
Express user manual (dovwnloadable)
Express newsletters, competitions and other announcements

.
.
.
+ Fun stuff, themes and much more

Fegister |

SmoothivWall Express 3.0-polar-i386

A full team listing can be found on our website. Portions of this

Showes information about your Smocthivall Express system.

SmoothWall Express 3.0-polar-i386

(= my.SmoothW;

Yizit my.SmoothWall for more information.

Mote: After registering your Smocthiall system it can take a while for the registration process to update the Smoothvvall Express System. To prompt
the Smoothivall System to acknowledge the registration it may be neccesary to dizconnect from and reconnect to the Internet.

Copyright @ 2000 - 2007 the SmoothWall Team Faor more information about Smoothiall Express, please vist our
wehsite st http:/ismoothwall.org/

softwvare are copytight @the original authors, the source code of - FOF more information about Smoothiall products, please vist our

Mo thanks |

net/

such portions are available under the terms of the wehsite st
appropriate licenses.

P

Smoothial™ iz a trademark of Smoothivyall Limited. Linux® iz a registered trademark of Linus Torvalds. A1 other trademarks and copyrights are
property of their respective owners. Stock photography used courtesy of iStockphoto.com.

SmoothWall Express 3.0-polar-i386
Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors

To register your SmoothWall Express:
Click Register and follow the on-screen instructions.
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Working with Logs

The following sections discuss SmoothWall Express’s logs.

Accessing System Logs

Contains logs for the different sub-systems including: PPP logs, DHCP logs, kernel logs, SSH
logs, SIP proxy, IM proxy, web proxy, a general SmoothWall log and the [PSec logs.

To access system logs:
1 Browse to the Logs > system page:

I E Py
SW“ Xpress ¢ .2
Control About  Services Hetworking VPH Logs Tools Maintenance

~~.  shutdown |help &

system | web proxy firewall | ids | instant messages | email |

Check activity logs for services operating on your Smoothiall, such as DHCP, IPSec, updates and core kernel activity

Settings:

Section: ISmDDthWaII vl Manith: IJuIy vl Day: 27 - Update | Export |

09:01:44 smoothwall Registered this Smoothilall
09:01:49 smoothwall SmoothWall started.
09:Z3:49 smoothwall 35H iz enabled. Restarting.
09:27:13 swmoothwall Bebooting Smoothilall
09:28:00 swmoothwall SmoothWall started.

SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors
2 From the Section drop-down list, select the log you want to access.

3 Optionally, select the month and day.
4 Click Update to see the logs.

Tip:  Check the PPP (dial-up) log if you are unable to establish a modem or USB ADSL (PPPoA)
connection. For analogue modems, the commands sent to the modem are recorded along with the
responses from the ISP and modem.




Web Proxy Logs

1

Contains web proxy server logs.

To access system logs:
Browse to the Logs > web proxy page:

SmoothWall Express
Administrator’'s Guide

Express W

. shutdown | help &

Control About Services Hetworking YPH Logs Tools Maintenance
system web proxy firewall | ids | instant messages | email |
Check logs for the web proxy service,
Settings:
harith: I July - l Dty > Saurce IP: ALL
N o - - - Enable i
lgnare fitter: |[_](g|f|Jpeg|]pg|png||co|css|]8)$ fiE:r' S v
Festore defaults | Update | Expart
Log:
Time Source IP Website
12:27:38 192168.7222 1l Sl e el el i e
12:27:38 1921687222 inignd uamaresion e i il iy |
12:27:51 1921657222 PPl el oo s B R
12:27:51 1921657222 1ol St el el e [
122811 1921687222 e Skl o veilay
10:42:21 192165.72.22 PP P 5 B 0 e O i il el Bl ol G R TR
10:42:21 1921667222 1ol Wi el sivle e S-St ol el
104221 1921687222 iigniewsre i ansk
10:42:21 192165.72.22 PPl P b B % e i il ol Sl i
10:42:21 1921667222 1o Wi el il S i el By o e
104221 1921687222 gl i com k. fimerses b s el |
10:42:22 192165.72.22 PP o G M % e ol ol Gl i Bl W1 W
10:42:26 182168.72.22 1l Wil ol il bl ot i el v 1 | ot el el Y
10:42:26 192165.72.22 e murwrsiion o nak i amiy e i e paasr fmam sew
10:42:26 192165.72.22 PP R R e T
SmoothWall Express 3.0-polar-i386
Smocthial™ iz atrademark of SmoothWall Limited.

@ 2000 - 2007 The SmoothWall Team
Credits - Portions @ original authors

Note: Some information has been pixelated for privacy reasons.

2

Configure the following settings:

Setting Description

Month Select the month you want to view.

Day Select the day you want to view.

Source IP Optionally, from the drop-down list, select the IP address whose proxy information
you wan to see.

Ignore filter | Accept the default or edit this list of image file extensions to prevent images being
listed in the log.
If you understand regular expressions, you can make up your own string.

Enable Select to enable the ignore filter.

ignore filter
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3 Click Update to see the logs.

Firewall Logs

Displays a log of packets that were dropped by SmoothWall Express.

Note: Not all denied packets are hostile attempts by crackers to gain access to your network.
Connections to the ident/authentication port (113) are common occurrences and can be ignored.

To view the firewall log:
1 Browse to the Logs > web proxy page:

Swgn Express
Control About  Services Hetworking VPH Logs Tools Maintenance el
. shutdown|help H
system | web proxy firewall | ids | instant messages | email |
Check logs for sttempted access to your network from outside hosts. Connections listed here have been hlocked.
Settings:
Marith: IJuIy 'l Day: kI Update | Export |
Log:
Time In 5 Out Source Src Port Destination Dst Port
12:27:38 ethil s - LDP 7 20207238200+ |49987 [ ezpaqreres v [1027
12:29:47 ethil s - TcP ™ &28.212160 v [3708 " s269.176.151 v (2867
12:28:50 ethil s - TCP I &28.212160 - [3708 " 8269176151 v 2867
12:32:55 ethil s - LDP " 221 20820880  ~ (36677 [“e2paq7eqes v [1028
12:32:55 ethil s - LDP ™ 221 20820880  ~ (36677 [ ezpaqreres v [1027
12:32:55 ethil s - LDP " 221 20820880  ~ (36677 " s269.176.151 v 1026
12:32:55 ethil s - LDP ™ 221 20820880  ~ (36677 " 8269176151 v (1027
12:37:54 ethil s - LDP " 212236163 v [S3(OOMAIN) [“ezpatreres v |32768
12:4338 ethil s - LDP " 164210120191 ~ (30533 [Ce2pai7erea v [1028
12:4338 ethil s - LDP I 1B4210120191 ~ (30536 " s269.176.151 v 1026
12:49:15 ethil = - TCP - g2o46.144 203 7 2351 - 82 69.176.148 » 445(MICROSOFT-DS)
12:49:18 ethil = - TCP | g2o46.144 203 ¢ 2361 | 8269.176.148 » 445(MICROSOFT-DS)
12:51:44 ethil = - TCP - 82.240.62.74 - (2032 - 82 69.176.148 » 445(MICROSOFT-DS)
12:51:47 ethil = - TCP | 82.240.62.74 - (2032 | 8269.176.148 » 445(MICROSOFT-DS)
12:55:30 ethl » ethd LDP - 192.168.7216 » [137(METBIOS-MS) - 192168110410  ~ [137(MNETBRIOS-NS)
12:55:36 ethl » ethd LDP | 192.168.7216 » [137(METEIOS-MS) | 192168110410 ™ [137(MNETRIOS-NS)
12:55:41 ethl » ethd LDP - 192.168.7216 » [137(METBIOS-MS) - 192168110410  ~ [137(MNETBRIOS-NS)
12:55:46 ethl » ethd LDP | 192.168.7216 » [137(METEIOS-MS) | 192168110410 ™ [137(MNETRIOS-NS)
Lookup | Addto P block list
SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

2 Select the month and day and click Update to see the logs.

Tip:  Every IP address has a small arrow and a checkbox. Click the arrow to perform whois look-ups
and IP blocks from within the firewall log viewer itself. Use the checkboxes to select multiple
entries. The whois function is useful for determining who is scanning your SmoothWall.




SmoothWall Express
Administrator’'s Guide

IDS Logs

Displays potentially malicious, attempted access to your network from outside hosts. Connections
listed here have not necessarily been blocked. Use the firewall log to confirm blocked access.

To access IDS logs:
1 Browse to the Logs > ids page:

W xp re S S rll -\.\
Control About  Services Hetworking VPH Logs Tools Maintenance I

o shutdown | help &

system | web proxy firewall | ids | instant messages | email |

Check logs for potentially malicious sttempted access to your network from outside hosts. Connections listed here have not necessarily heen
blocked — use the Firewwall Log “iewwer to confirm blocked access.

Settings:

Marith: IJuIy 'l Day: kI Update | Export |

Log:
=Smooooooth>
Date: 0731 11:03:46 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: nfa
IP info: §269.176.133:2183 -= 209.157 66.250:50

References: none found

Date: 0731 11:03:47 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: nfa
IP info: §269.176.133:2154 -= 209.157 66.250:50

References: none found

Date: 0731 11:03:45 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: nfa
IP info: §269.176.133:2185 -= 209.157 66.250:50

References: none found

Date: 0731 11:08:50 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: nfa
IP info: 2691761332237 -= 209.157 66.250:50

References: none found

Date: 07531 11:08:51 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: nfa
IP info: §269.176.133:2235 -= 209.157 66.250:50

References: none found

Date: 0731 11:08:52 Hame: (http_inzpect) BARE BYTE UMICODE EMCODING
Priority: nfa Type: 1
o P iy _.-.A_)‘-_-y*\‘_).w-\fﬁm\ _J--‘-li“"\-v*\_,,..k . i M s, #44‘«)’\"’"‘"*‘-«4\’*‘__'« —~r | f""

Note: Unfortunately, we have had to crop this screenshot — it’s too long to fit.

2 Select the month and day and click Update to see the logs.
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Instant Messages Logs

Displays near-realtime information on instant messages.

To review the instant message logs:
1 Browse to the Logs > instant messages page:

WRF E
- XPress ;
Control About  Services Hetworking VYPH Logs Tools enance

shutdown | help &

system | web proxy firewall | ids | instant messages | email |

“iewy logged IM conversations in realtime.

RSN MSM conversation between and
- [12:42:57] true, but it's just mouldy milk without the lumps seived out ;I
»2007-07-31 [12:43:11] it goes great with ham though
:ggg;:g;:gg [12:43:20] yes, but spying on him might be construed as an invasion of privacy
:ggg;:g;:g; [12:43:23] Btw, smileys are also rendered as nice piccies thus P
[12:43:30] | like cottage cheese on jacket potstoes
S E07-07-31 [12:43:39] exept the (P smiley, grrr :f
UL AL -1 [12:43:45] - = and S
AT [12:43:49] weho werote this bloody thing?
1Ca- A0 [12:44:02] - scoop out the inards, mix with cottage cheese and a touch of spring onion and then wedge it
& hack in
[12:44:18] = zee, express manuals are good for more then just smoathie! vou can learn cooking too
U] [12:44:18] bake for another ten minutes with some chedder sprinkled on top
[12:44:35] will have to try that
[12:45:03] take the weight of two eggs in butter, mix with twice the weight in sugar and flour
[12:45:08] add a dash of vanila
[12:45:09] mix
[12:45:33] spoon out into & medium sized cake tin and bake &t gas mark 5 (roughly 180degress) for 30
minutes
[12:45:34] - tada
[12:46:05] mmmmim this ends the cookery lesson. thanks for reading the screenshots; hope it was
interesting LI
SmoothWall Express 3.0-polar-i386 @ 2000 - 2007 The SmoothWall Team
Smoothiyal™ iz & trademark of SmoothWall Limited. Credits - Portions @ original authors

Note: Some information has been pixelated for privacy reasons.

2 Select the date of the log you want to read. The right hand portion of the screen updates to show
the chat transcript. It will also periodically refresh, enabling you to view the selected conversation
in near-realtime.



Email Logs

Displays a log of all emails passing though the POP3 proxy and anti-virus engine. Viruses are

shown in highlighted text.

To access email logs:
1 Browse to the Logs > email page:

SmoothWall Express
Administrator’'s Guide

system | web proxy

Settings:
onith:

Log:
Time

12:52:28
12:52:28
12:52:28
12:52:28
12:52:28
12:52:28
12:52:29
12:52:29
12:52:29
12:52:29
12:52:29
12:52:29
125232
125232
125232
12:52:33
12:52:33
12:52:33
12:52:33
12:52:33
12:52:33
125233

o P )-«r-_.w‘w

firewall |ids| instant messages | email |

Control About  Services Hetworking VPH Logs Tools Maintenance

Express Q

shutdown | help &

Check log for the POP3 Anti-Yirus service.

I July 'l Day:

From
W b ol s ol e o ol il
| shr= A e e e
e e Bl e i el
1 mra'y P S el vl ™
e T W S e ]
el e e el §
1 el i . ol Bl Mm-S e
e Gl LT e
B R L T
Py i e P e
P ) LA L S L
B el e @ BT
L . L= LL R
v sk el THE A -
L L B ] e e R e R =
Tl Pl b il e s Ty
s bikopray e LE Fores e rare ey
e g e R e R e T s e
‘b’ by e P OO ™y
e i e
L L B ] e e R e R =
Freele’s Difa se'ni T ! F i

WA T e i gl o g e

Update

Export

To
it Orer T
- . T e s sk e
el ] el il
Tl it
Fal Son S
el ] el il
it Orer T
Fal Son s
T
Tl ik !
- . T e s sk e
T
it Orer T
- . T e s sk e
T
it Orer T
- . T e s sk e
T
it Orer T
Fal Son s
T
Tl ekt

2 Select the month and day and click Update to see the logs.

gt geatest, A G an, L e [

Virus

Zip ExceededFilesLimit

Note: Unfortunately, we have had to crop this screenshot —it’s too long to fit. Email addresses have been

pixelated for privacy reasons.
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