Wireguard Config Generator

This tool is to assist with creating config files for a WireGuard 'road-warrior' setup whereby you have a server and a bunch of clients. Simply enter the parameters for your particular
setup and click Generate Config to get started.

All keys, QR codes and config files are generated client-side by your browser and are never seen by our server.

Random Seed

{ 8RQ+I12x2Kt9W872AqxvGnsK047zUrzjEqbKILvFZauawdKAc+soixzZTmsTHbwi4oQfC/ZTwfK2FBpBpZgLWt0Byb03rTxC8K5yocayiRis6l4dLqNeRdPpxz3Qkp6vzE0O2rt7KbkQF 18s62 ]

Listen Port Number of Clients CIDR

{ 51820 } [ 12 ] 1 10.100.100.0/24 ]
Client Allowed IPs Endpoint (Optional) DNS (Optional)

[ 0.0.0.0/0, :/0 } { ukmti.ddnsfree.com:51820 } [ J
Post-Up rule

[ iptables -A FORWARD -i %i -j ACCEPT; iptables -t nat -A POSTROUTING -0 enp2s0f0 - MASQUERADE }

Post-Down rule

[ iptables -D FORWARD -i %i -j ACCEPT; iptables -t nat -D POSTROUTING -0 enp2s0f0 -] MASQUERADE }

[CJuse Pre-Shared Keys (Enhanced Security)
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If this website has been useful, please consider donating to help support the development and hosting costs.

Bitcoin: 1GzbFVnQKgbpVfmdNWZ8W;jY8ibMcd9h774

...and voila, here are your configs!
ZIP

Server

IP Address 10.100.100.1/24

Listen Port 51820

Private Key oMxe6myrcjF63SNhyB2Xx1Q0Q+D9QbsDt+KumSHmQmg=
Public Key 4LCArjUz4Fn8+0ZjfoffMOiwgm+mGlKoco87FVUSVEW=




[Interface]

Address = 10.100.100.1/24

ListenPort = 51820

PrivateKey = oMxe6myrcjF63SNhyB2Xx1Q0Q+D9QbsDt+KumSHmQmg=

PostUp = iptables -A FORWARD -i %i -j ACCEPT; iptables -t nat -A POSTROUTING -o
enp2s0fO® -j MASQUERADE

PostDown = iptables -D FORWARD -i %i -j ACCEPT; iptables -t nat -D POSTROUTING -0
enp2s0fO -j MASQUERADE

[Peer]
PublicKey = yvtccZyeFDY6p1tM+Vj/QnaOGiF4Hs2ctpwalaJoByA=
AllowedIPs = 10.100.100.2/32

[Peer]
PublicKey = UGIkWgAAQknpSu28J19R/r5qK0+6R2vJIBfXKyEDM63Cc=
AllowedIPs = 10.100.100.3/32

[Peer]
PublicKey = 7I3Q0tkvu0i8Vsy05Rf7bwckqcvDgpxHYQtqSzpeK3I=
AllowedIPs = 10.100.100.4/32

[Peer]
PublicKey = B6+8uUXp5d200/2UXiUQF50T+s6ThRzCJq6DaUXAbEc=
AllowedIPs = 10.100.100.5/32

[Peer]
PublicKey = 3SQJL+x2fVywsrcBwdfv23LGhjEOpynBd4MzMg4bOms=
AllowedIPs = 10.100.100.6/32

[Peer]
PublicKey = J7MLiYAfm@aHRTcjJXWHE1P48sgUSLMndrZSKror/nw=
AllowedIPs = 10.100.100.7/32

[Peer]
PublicKey = zV16A2ZpriDxBmqtAsCdQKwc3pjbzZ/HKBou2NAFzDGK=
AllowedIPs = 10.100.100.8/32

[Peer]
PublicKey = vSzCNW7GRWJjMGOM+rZ4sBTOuCPVtBCfS+Di6UGgceQQ=
2 lewedIPs = 10.100.100.9/32

[Peer]
PublicKey = ao2cutME81Q5zpOmv0ley+3FP5Gu@jbqP3xCYiQaSEQ=
AliowedIPs*="10.100.100.10/32

[Interface]

Address = 10.100.100.2/24

ListenPort = 51820

PrivateKey = MIQFC8VwDjiIpmht84fyki1XgSWtzmOD/zfU55004mEQ=

[Peer]

PublicKey = 4LCArjUz4Fn8+0zjfoffMoiwWwgm+mGlKoco87FVU5VEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

......... R

AllowedIPs = 10.100.100.13/32
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IP Address 10.100.100.3/24

Listen Port 51820

Private Key oP3M5Nrvwzmvo4xVJOuvHWL jX+UhkiMpCMBO49SU7HY=
Public Key UGIKWQAAQknpSu28J19R/r5qK0+6R2vIBFXKyEDM63Cc=

[Interface]
Address = 10.100.100.3/24

ListenPort = 51820

PrivateKey 0P3M5Nrvwzmvo4xVJOuvHWL jX+UhkiMpCMBO49SU7HY=

[Peer]
PublicKey = 4LCArjUz4Fn8+0ZjfoffMO@iwWwgm+mGlKoco87FVU5VEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 3

IP Address 10.100.100.4/24

Listen Port 51820
Private Key 8G+PutAyzd3VNiRtXJqKRbkK1MuQDpBVPsZbQIWIX1A=



[Interface]

Address = 10.100.100.4/24

ListenPort = 51820

PrivateKey = 8G+PutAyzd3VNiRtXJqKRbkK1MuQDpBVPSZbQOWIX1A=

[Peer]

PublicKey = 4LCArjuUz4Fn8+0ZjfoffMoiwgm+mGlKoco87FVU5SVEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 4

IP Address 10.100.100.5/24

Listen Port 51820

Private Key OLFS1PVj1BTIG949FVKF16xdmeQn98WZc5WCCkGaEUk=
Public Key B6+8uUXp5d200/2UXiUQF50T+s6ThRzCJq6DaUXAbEc=
[Interface]

Address = 10.100.100.5/24

ListenPort 51820

PrivateKey OLFS1PVj1BTIG949FVKF16xdmeQn98wWZc5WCCkGaEUk=

[Peer]

PublicKey = 4LCArjuUz4Fn8+0ZjfoffMO@iWgm+mGlKoco87FVU5VEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 5

IP Address 10.100.100.6/24

Listen Port 51820

Private Key eNs1Zbey35h1lm4gmnYWsZSpNAextGwAUKEQobZTQDng=
Public Key 3SQJL+x2fVywsrcBwdfv23LGhjEOpynBd4MzMg4bOms=
[Interface]

Address = 10.100.100.6/24

ListenPort = 51820

PrivateKey = eNslZbey35hlm4gmnYWsZSpNAextGWAUKEQObZTQDng=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMOiwWgm+mGlKoco87FVU5VEW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 6

IP Address 10.100.100.7/24

Listen Port 51820

Private Key oPkI29K4A7IS58P(q/ytduHbKuSMkMDMPa+MpS//nLGk=
Public Key J7MLiYAfm@aHRTCjJIXWHE1P48sgUSLMndrZSKror/nw=
[Interface]

Address = 10.100.100.7/24

ListenPort = 51820

PrivateKey = oPkI29K4A7IS58Pq/ytduHbKuSMkMDMPa+MpS//nLGk=

[Peer]

PublicKey = 4LCArjuUz4Fn8+0ZjfoffMoiwWwgm+mGlKoco87FVU5VEW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 7

IP Address 10.100.100.8/24

Listen Port 51820

Private Key IDj3DQpn8QVTvimtEB1E4SP1la6Jd1wDMvYomzcdhvmw=
Public Key zV16A2ZpriDxBmqtAsCdQKwc3pjbZ/HKBou2NAFzDGKk=
[Interface]

Address = 10.100.100.8/24

ListenPort = 51820

PrivateKey = IDj3DQpn8QVTvimtEB1E4SPla6Jd1wWDMvYomzcdhvmw=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMOiwgm+mGlKoco87FVU5VEW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820




Client 8

IP Address 10.100.100.9/24

Listen Port 51820

Private Key aD72Ly+t+I12pHym5ZnV14sfcVOiURH6BUr tEjwL81U=
Public Key vSzZCNW7GRWjMGOM+rZ4sBTOuCPVtBCfS+Di6UGgceQQ=

[Interface]

Address = 10.100.100.9/24

ListenPort 51820

PrivateKey aD72Ly+t+I12pHym5ZnV14sfcVOiURH6BUr tEjwL81U=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMOiWgm+mGlKoco87FVU5VEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820
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Client 9

IP Address 10.100.100.10/24

Listen Port 51820

Private Key yCC8GL1vTru31LBxp6AxuvVX0cD6tviG4Kz2k9bwEF4=
Public Key ao2cutME81Q5zpOmv0Oley+3FP5Gu@jbqP3xCYiQaSE6=
[Interface]

Address = 10.100.100.10/24

ListenPort = 51820

PrivateKey = yCC8GL1vTru31lLBxp6AXuvVX0cD6tviG4Kz2k9bwEF4=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMOiwWgm+mGlKoco87FVU5VEW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 10

IP Address 10.100.100.11/24
Listen Port 51820
Private Key MPC3ht fIOCIc5dGWKPMDsxXx(q6SEiL01sXG4f6Pb1h2A=
Public Key XRNML94JDW81vI1ldHQaxZHt6CjJIrCXN2PtOWVMK/Gyo=
[Interface]

Address = 10.100.100.11/24

ListenPort 51820

PrivateKey MPC3htfIOCIc5dGWKPMDsxxq6SEiL01sXG4f6Pb1h2A=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMoiwgm+mGlKoco87FVU5SVEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 11

IP Address 10.100.100.12/24

Listen Port 51820

Private Key 6AhqgbGtSn5RZiWiu4Q4GPNDn/PCxvlazLdS6xahk24=
Public Key qEn5tN/DEOGENDC/yEfc93Dq0awWuOtrjEQmt3cNFeTAE=
[Interface]

Address = 10.100.100.12/24

ListenPort = 51820

PrivateKey = 6AhgqgbGtSn5RZiWiu4Q4GPNDn/PCxvlazLdS6xahk24=

[Peer]

PublicKey = 4LCArjUz4Fn8+0ZjfoffMOiwgm+mGlKoco87FVU5VEW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820

Client 12

IP Address 10.100.100.13/24

Listen Port 51820

Private Key wFKYyft1xzTTRHU1iuGm6152WUCB6zmeRVOaYymtRmU=
Public Key fnDQOG62suKJjsMnHFsxu5sH3by@g1BAiiZRYSmMNPOQ=



[Interface]

Address = 10.100.100.13/24

ListenPort = 51820

PrivateKey = wFKYyftlxzTTRHUliuGm6152WUCB6zmeRVOaYymtRmU=

[Peer]

PublicKey = 4LCArjuUz4Fn8+0zjfoffMoiwWwgm+mGlKoco87FVU5VEwW=
AllowedIPs = 0.0.0.0/0, ::/0

Endpoint = ukmti.ddnsfree.com:51820
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